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Abstract

Examines the damaging effects that malicious computer
abuse, such as hacking and viruses, can have on the develop-
ment of an information-based society. Computing and
telecommunications technologies are a key ingredient in the
realization of this society, but are increasingly the targets of
criminals and mischief makers. Highfights the apparent
escalation in computer-abuse incidents, as illustrated bya
number of recent surveys, and examines the effects that
these may have on the public perception of technology (and,
hence, the smooth transition ta the information society). Also
presents some broad recommendations regarding what can
be done to address the problem, This considers both technical
measures to help safeguard systems and revised attitudes to
computer abuse, to insure that incidents can be dealt with
more effectively,
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Introduction

Global information networks are now an inte-
gral part of the way in which modern businesses
and economies operate. One of the best exam-
ples of the trend, the Internet, is now estimated
to extend to over one million computers, con-
necting 30 million users in more than 40 coun-
tries and is still increasing. A rudimentary com-
parison arising from this is that the “popula-
tion” of the Internet now exceeds that of some
industrialized nations. As a consequence there is
now widespread dependence on computers and
network technology, with the ability to commu-
nicate and receive information via these chan-
nels being recognized as an essential ingredient
for competitiveness in the global marker.

The transition to the information society is
being driven by the reduction in the costs of
computing power and telecommunications.
These factors, in combination with advances in
the core technologies, are making information
resources available to an increasing number of
people. Leading industry figures are excited by
this revolution, some predicting that its effects
will be as far reaching as the introduction of
electricity (Gates, 1995). The concept has also
received significant publicity and backing from
national governments in various developed
countries with (for example) the USA pushing
the information superhighway, an open nerwork
of information that will be as accessible as the
conventional telephone system. It is, therefore,
clear that this route is perceived to be an impor-
tant element in insuring future national devel-
opment and competitiveness.

Unfortunately, within any sufficiently mature
society there will always be a criminal or
destructive element. The information society is
no exception to this and the individuals involved
have been collectively christened under various
names, including “hackers,” “cyberpunks” and
“phreakers.” However, a potential difference
from the norm is that the undesirable element
has been present from a relatively early stage,
with a high degree of publicity being received in
the process. As a consequence, many people
know the information society as much for its
problems as for its benefits. Outstanding issues
are whether this will restrict the society’s devel-
opment and, if so, how the problem may be
addressed.
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The development of the information
society

The fact that our lives are changing as a result of
the spread of technology is widely accepted and
the nature of the “society” that will result has
been forecast by numerous authors (e.g. Mar-
tin, 1988; Toffler, 1981). While differing in
many respects, all share the common vision of
the computer as the foundation on which the
society is built.

There is no doubt that, for the individual
citizen, the formation of computer networks can
represent an extension of conventional free-
doms. They introduce the concept of an elec-
tronic presence, which offers the opportunity
and ability to roam beyond the confines of one’s
physical environment, into what has become
known as “cyberspace.” However, we must not
allow an individual’s cyberspace existence, and
their activities within it, to become entirely
divorced from the responsibilities that would
exist in the “real world.” In order to gain a better
perspective on how this may actually be the
case, it is worth looking at an example which,
while not directly related to the issue of comput-
er abuse, may nevertheless provide an interest-
ing rarionalization for some activities in this
area. In her book discussing the French Minitel
system, Marchand (1987) examines the success
of one particular aspect, namely the message
service {or messagerie) where users could con-
duct conversations through the electronic
medium. Marchand describes communication
using the messagerie as “a game of masks”
where one can slip into, and hide behind, differ-
ent “identities” at will. The fact of an electronic
presence is viewed with an air of detachment
(“one is there without really being there™), with
the implication that one is more at liberty to
behave however one chooses. Indeed, Guil-
laume (Poster, 1990) views the computer screen
as protection for the users in this context as they
may, if they wish, remain totally anonymous in a
“position beyond responsibility.” This may be
reasonable enough within the context of a Mini-
tel or Internet Relay Chat (IRC) scenario, but
an extension of this is that individuals may also
feel less responsible for other activities within
the electronic community; activities which they
would not consider in other circumstances. For
example, we may consider the traditional hacker
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activity of cracking passwords in order to obtain
unauthorized access to someone else’s system
and files. Take the computer our of the equation
and, regardless of the hacker’s claimed motiva-
tion, the real-world equivalent would be an act
such as going into that individual’s office and
taking a crow-bar to the filing cabinet; an activi-
ty which would be unlikely to appeal to the
average hacker.

With these points in mind, it is now worth
examining the nature of the abuse that can take
place. This is outlined in the next section.

A summary of computer abuse

As networked systems have grown and matured,
s0 too has the nature of abuse within the envi-
ronment. In the earlier days of computing,
abuse was largely restricted to fraud and thefi-
related activities, which simply represented the
extension of traditional crimes into the electron-
ic enwironment. However, as time has moved
on, new and more advanced forms of abuse
have emerged (e.g. computer viruses) which
often appear not so much a means to an end,
but an objective in themselves.

In actual fact, indications are that the public
perception of malicious abuse is somewhat
inflated. For example, a previous survey into
computer security breaches INCC, 1994)
indicated that some 53 percent of respondents
perceived a threat from hacking. However, in
the same survey, hacking accounted for only 2.5
percent of reported incidents. Nevertheless, the
fact that hacking (and other malicious abuse)
may account for only a small proportion of
computer security problems is, in a sense,
immartetial because it is normally these cases
that are seized on by the mass media. More
often than not these are presented in a dramatic,
and even scaremongering, fashion to the public,
which may in turn influence public opinion of
the activity. In some cases, it will reduce confi-
dence in IT in general and impede progress,
while in others it may unduly glamorize the
concept of computer abuse (i.¢. promoting the
cyberpunk image) and thereby encourage others
to enter the fray. It is in this sense thar much
damage may be caused.

Indeed, some publications present a favor-
able image of hackers as pioneering explorers
who are contributing to a worthwhile goal
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through their activities (Rushkoff, 1994). While
it can be argued that, in some cases, the perpe-
trators may indeed be engaged in simple explo-
ration of the computer network (and, therefore,
feel that they are doing no real harm to anyone),
it can increasingly be seen that hacking is being
used as a means to achieve other ends. As evi-
dence of this, it is possible 1o cite various inci-
dents of commercial and political malpractice
involving the use of I'T. A number of cases have
been well publicized, with the following exam-
ples providing good illustrations:
» malicious activities conducted by British
Airways against its rival, Virgin Atlantic

{Evans, 1994),

» alleged breach of the British Broadcasting
Corporation’s BASYS computer system by
political parties attempting to acquire
advance information on the content and
running orders of news stories (Culf, 1996).

In these cases the use of I'T was viewed as a
definite means to an end, with the hope of
gaining some commercial or political advantage.
This kind of activity is far removed from that of
the stereotypical teenage hacker operating alone
in his bedroom, and the motivation more sinis-
ter than the straightforward vandalism that he
may perpetrate (causing further adverse effects
on the public opinion of technology as a conse-

quence).

Another relatively recent survey into abuse
incidents has been conducted by the UK Audit
Comumission (1994), with 1,073 responses from
a variety of sectors (including government,
health care, education and manufacturing). Of
these, 36 percent reported some kind of abuse
incident. Some of the principal results concern-
ing malicious abuse incidents are reproduced in
Table I (interested readers are referred to the

report itself for further details).

While the figures in Table I are dwarfed by
the combined losses from other aspects of abuse

Table I incidents of malicious abuse {1993)

Invasion Total
of  malicious
Hacking Viruses Sabotage privacy abuse
Number of
incidents 15 261 16 16 308
Total losses 16,220 254,925 104,625 9,400 385,170
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(e.g. fraud alone caused losses of over £3 mil-
lion), they are nonetheless significant and the
most likely 1o be remembered by the public,

By comparing the results from all of the
related Audit Commission surveys since 1984 it
can be seen that malicious abuse has increased
dramatically in terms of both incidents and
associated losses. Moreover, the increase in
recent years is far more substantial than in those
previously, indicating that abuse is becoming
more widespread and that activities are moving
away from merely curious exploration. These
results are illustrated in Figure 1, which shows
the total number of incidents reported in each
surveyed year and the associated overall finan-
cial loss.

With ali of these statistics it should be
remembered that they only cover the reported
incidents and many cases may still be either
unreported or undiscovered.

Effects on the information society

When a significant proportion of the population
is still not at ease with technology, the widely
reported incidents of computer abuse can do
nothing but give the information society a bad
reputation (or indeed worsen an already bad
one - given that, in the eyes of many, computers
are already perceived as job-slayers and the
creators of a technological élite). It is off-putting
enough for novices to be faced with the task of
learning to use I'T {along with overcoming the
associated burden of terminology and jargon),
without feeling that they are entering an
unfriendly world where others will deliberately
set out to damage their systems.

Figure 1 Total incidents of malicious abuse and resulting losses (1984-1993}
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It can be argued that the one of the most signifi-
cant signs of a progression toward an informa-
tion society in recent years has been the popu-
larity of the Internet and the World Wide Web.
A great many commercial enterprises now use
the latter as a means of promoting their prod-
ucts and services, with a quarter of the world’s
top 200 companies now having Web presence
(Walker, 1996). This has the dual effect of
recognizing the extent of the existing online
population and increasing the breadth of infor-
mation available on the nerwork. However, even
here there have been a number of high profile
security incidents. For example, a great many
people may have first heard of the Internet as a
result of the “Internet Worm” incident (Hafner
and Markoff, 1991), in which a university stu-
dent released a self-replicating program that
spread itself throughout systems on the network
at an accelerated rate, slowing them down and
eventually bringing the whole network to a
temporary halt. More recently, there has been
the breach of encryption on the Netscape
browser by Berkeley students (Gornall, 1995).
In terms of an organization debating whether to
invest in I'T or Internet connectivity, such bad
publicity may count against the decision —
potentially harming future productivity and
competitiveness as a result.

Even restricting the discussion to existing
Internet users, it can be argued that many have
very little appreciation of the online world of
which they are a part. They use their e-mail
systems to communicate and this may be the full
extent of their knowledge. They do not under-
stand how the system works and they {quite
rightly} have no wish to. They may also have
lirtle or no appreciation of the other groups with
whom they share cyberspace. It will not be
apparent to them that hackers have established
their own communities on the Internet, within
which they can explore and share their findings
with others. The fact that hackers have far more
of an appreciation of the “virtual world” in
which they are operating than most other users,
makes them better placed to take advantage of
it.

While a detailed understanding of technology
is not necessary for individuals to prosper in the
information society, it important that there is
adequate awareness and confidence. Rheingold
(1994) makes the crucial point that potential
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opportunities can only be realized by an
informed population.

Attitudes for the future

There are plenty of things that can be done in
terms of introducing proper safeguards in our
computer systems. At a basic level, a large
degree of “people-based™ abuse could be pre-
vented by ensuring that sufficient user authenti-
cation procedures are incorporared — if people
cannot gain access, then that rather limits the
amount of damage that they can do. Although
frequently maligned, traditional passwords are
entirely adequate for many contexts if imple-
mented correctly. However, problems do occur
in that passwords are often:

* badly selected (and, therefore, potentially
easily guessed), which includes passwords
that are too short, based on dictionary words
or derived from personal data,

= infrequently changed,

+ only used at the start of a session and, there-
by, grant subsequently unrestricted access to
user resources,

If these problems were addressed, with users
being properly educated in password principles
and system administrators incorporating appro-
priate mechanisms to monitor/control] their use,
then passwords would provide a much more
effective measure of authentication.

However, passwords are no defense against
the scenario where the legitimate user is also the
abuser. A valid account holder acting within his
privileges may still perform undesirable activi-
ties (e.g. deliberately introducing a virus into
the system). The traditional approach to discov-
ering such behavior is to maintain audit trails of
user activity. Unfortunately, this is more of a
reactive measure (i.e. shutting the stable door
after the horse has bolted) and, in additicn, will
normally reguire some measure of human
intervention in order to identify anomalies.

The solution may lie with more advanced tech-
niques that monitor user activity in real-time
(Mukherjee ez al., 1994). These could, for
example, compare user activity against histori-
cal patterns of behavior (or profiles) for the
individual in question and/or against generic
rules that might help identify abuse scenarios.
Profiles could maintain informaton on factors
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such as typical access times/locations and appli-
cations most frequently used, whereas the rules
would compare behavior against more general
indicators (e.g. access outside of normal work-
ing hours may be suspicious). Such supervision
would also act as an ongoing means of user
authentication, in that departures from the
behavior profile might also indicate that an
impostor has accessed the system. For this
purpose, some further behavioral factors (e.g.
monitoring of user keystroke rhythms) could
also be incorporated into the profiles. In this
way, it would both supplement and strengthen
the protection afforded by the password system.

With regard to other technical measures,
circumstances unfortunately dictate that virus
scanners must now be g standard feature on all
systems. They must also be regularly updated if
they are to remain effective and combat the new
virus strains that are constantly emerging. Inter-
net users are particularly at risk from the spread
of viruses, owing to the frequent downloading of
information from other sources which also
provides a path for virus transmission. While
network archives should ideally insure that their
files are virus free, this may place an unrealistic
demand on system administrators in many
cases, As such, end-users should still be vigilant
and assume some level of responsibility for their
own defense.

In addition to the adoption of such safe-
guards, there must also be a shift in attitude on
the part of the victims of computer abuse. Itis
often conjectured that the majority of computer
abuse cases may not be reported, as a result of
organizations’ desires to avoid adverse publicity
and thereby risk losing the confidence of the
public or their shareholders (Parker, 1989). An
example of this can be cited in terms of a recent
headline news story in the UK claiming that
various financial institutions, including those in
the City of London and New York, have given in
to blackmail by “cyber terrorists” at a cost of
some £400 million (The Sunday Times, 1996}.
Such attitudes will not be acceprable if the
information society is to fulfill its full potential.
With the computer as the very hub of opera-
tions, any nefarious activities will have to be
policed effectively if the society is to succeed.
There should, therefore, be the same moral
obligations to assist in the prevention and

65

Internet Research: Electronic Networking Applications and Palicy
Volume 7 - Number 1 - 1997 - 61-66

punishment of offenses thart are encouraged in
conventional society.

In some cases, the dangers from abuse are
already recognized but the organizations do not
consider the introduction of security to be cost-
effective (i.e. the cost of a breach is less than that
of installing comprehensive safeguards) and,
therefore, prefer to adopt a reactive stance.
However, given the increasing dependence on
our information networks, a proactive attitude
may become increasingly essential.

Technological changes are occurring faster
than either the law or the general population are
able to appreciate. There is consequently a
strong argument that we should not attempt to
impose controls and legislation on a society that
is not yet fully understood (Rheingold, 1994).
However, we must at least be adequately pre-
pared to take action when necessary. Unfortu-
nately, the signs are that currently this is not the
case. For example, the level of specialist
computer-crime training in the UK police force
is rather low and computer-crime cases are
perceived as being less interesting to investigate
(Collier and Spaul, 1992). In addition, even
where legal provisions do exist, the judiciary
frequently do not possess a sufficient under-
standing of IT to appreciate the crucial details
of cases. For example, after a twe-and-a-half
year investigation, one of the first prosecutions
under the UK Computer Misuse Act ended
with the defendant being acquitted on the
grounds of computer addiction (Grossman,
1993). It has since been suggested that because
the unauthorized access was to a computer
system (as opposed to a physical property) it
was not viewed in such a serious manner and
that an I'Tliterate jury would have had more
difficulty in accepting the line of defense that
was offered.

Such apparent weaknesses will obviously
have to be overcome as an increasing proportion
of crime becomes technology-related. In the
meantime, it is worrying that we are so reliant
on technology and yet frequently appear ill-
prepared to deal with problems.

Conclusion

Computer abuse is by no means the only barrier
to the success of the information society —
unfriendly technology, unreliable softrware and
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many other such factors will also provide gen-
uine reasons for doubt (Stoll, 1995). However,
computer abuse is different in the sense that it
represents a deliberate attempt by one party to
inflict damage on others.

It would be unrealistic to ¢xpect to be able to
remove the criminal element from the informa-
tion soctety — within any society there will
always be an element that is unethical or disrup-
tive. However, we must modify our attitudes
and give the issue a similar level of consideration
to that which we already give to other types of
crime (e.g. theft from our properties),

In general, an increase in the instances of
computer crime must been seen as inevitable, as
technology itself becomes more pervasive and
hence the most naturat environment in which
criminal opportunities will be perceived. The
widespread acceptance of this fact will be the
first step in ensuring that the information soci-
ety is a safe place to be.
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