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Abstract: Recently, Hu, Niu, and Yang proposed a remote user authentication
scheme using smart cards. Although this scheme prevents several attacks, the
scheme fails to establish a session key. Moreover, the scheme requires counters-
synchronization and the server maintains a verification table. In order to remedy
these drawbacks, this paper proposes a remote user authentication scheme which
provides strong security with low communication- and computational-cost. In
addition, the proposed scheme does not maintain a verification table, does not need
synchronization, and establishes a session key. Furthermore, the security analysis
and performance evaluation proved that the proposed scheme is feasible for smart
cards.

1 Introduction

Remote user authentication is a key issue for electronic activities due to the absence of
physical contact. Now a day, the most popular remote user authentication scheme is the
classical username/password. Unfortunately, this scheme does not provide strong
security to electronic activities because it requires one factor security to carry out the
user’s authentication process. Moreover, the server must maintain a verification table,
making it vulnerable to insider attack.

An alternative solution to username/password scheme is remote user authentication
scheme using smart cards. This schemes provide more security because the attacker must
obtain the user’s smart card and password.
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In the literature, we can find many remote user authentication schemes using smart cards
[CW91, HCL90, KC09, KC04, LLH02, LSH03, WLO06]. In 2002, Chien et al. proposed
a remote user authentication scheme using smart cards [CJT02]. The merits of Chien et
al.’s scheme are: their scheme requires low computational- and communication-cost, and
provide mutual authentication between the user and the server. Although, the scheme
does not maintain a verification table, the server must maintain a table to store the users’
ID to check its validity. However, Hsu demonstrated that Chien et al.’s scheme is
vulnerable to parallel session attack [Hsu03]. Das et al. proposed a dynamic ID-based
remote user authentication scheme using smart cards [DSG04]. They introduced the
concept of dynamic ID-based which prevents that an attacker can know the user’s ID.
However, the scheme is susceptible to insider, masquerade, and server spoofing attacks
[Wa09]. Hu et al. proposed a remote user authentication scheme in [HNYO07]. Their
scheme provides strong security with low computational- and communication-cost.
However, Hu et al.’s scheme fails to establish a session key between the user and the
server. Moreover, the server must maintain a verification table.

In this paper, we propose a secure remote user authentication scheme which achieves the
essential requirements for remote user authentication schemes [LLH02, WLO06] — single
registration, low computational, no verification table, update password securely, mutual
authentication, and key agreement —. In addition, the scheme can resist insider, leak of
password, masquerade, replay, parallel, and server spoofing attacks, making it secure for
electronic activities.

The rest of this paper is organized as follows. In Section 2, we give a brief review on
Chien et al.’s scheme, Das et al.’s scheme, and Hu et al.’s scheme. In section 3, we
describe our scheme. The security analysis of the proposed scheme is discussed and
compared in Section 4. The performance analysis of our scheme is discussed and
compared in Section 5. Finally, conclusions are given in Section 6.

2 Related Works

In this section, we describe briefly Chien et al.’s scheme, Das et al.’s scheme, and Hu et
al.’s scheme. This section focuses on the registration phase, the login phase, and the
verification phase. The notations used in this paper are described in Table 1.

U The user

S The server

1D Unique identity of U

PW Unique password of U

h() A one-way hash function

SK() A symmetric encryption function
X,y Secret keys of S

® Exclusive-or operation

I String concatenation operation

Table 1: Notations
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2.1 Chien et al.’s Scheme

In the registration phase, U; must submit her PIW; and ID; to S, through a secure channel.
Then, S computes 4; = h(ID; @ x) @ PW,; and sends (4;, h()) to U, through a secure
channel.

In the login phase, U; keys her ID," and PW,". Then, her smart card computes B, = 4; ®
PW; and CID; = h(B; ® T), where T is the current date and time of U;’s device. Finally,
the smart card sends the login request message (ID;, T, CID)) to S.

In the verification phase, upon receiving the login request message (ID;, T, CID;), S
checks the validity of ID; and verifies the time interval between 7 and T, where T is the
arrival time of the message. If the verification process is correct, S computes B;" = h(ID;
@ x) and CID;" = h(B," ® T). Then, S checks whether or not CID;" is equal to CID.. If the
verification fails, S rejects the request; otherwise, S computes C; = h(B," ® T5), where T,
is the current date and time of S. Finally, § sends (C;, T>) to U.. Upon receiving the
acknowledgement message (C;, T>), U; checks the validity of 7> and verifies whether or
not C; is correct. If C; is correct, the identity of S is assured; otherwise, U; disconnects the
connection.

2.2 Das et al.’s Scheme

In the registration phase, U; chooses freely her PW; and sends it to S, through a secure
channel. Then, S computes 4; = h(PW;) @ h(x). Finally, S sends (4;, y, h()) to U, through
a secure channel.

In the login phase, U; keys her PW;". Then, her smart card computes CID; = h(PW,) ®
h(4; ® y @ T), where T is the current date and time of U’s device, B; = h(CID; @
h(PW)), and C; = h(T @ A, ® B; @ y). Finally, the smart card sends the login request
message (4;, CID;, C,, T) to S.

In the verification phase, upon receiving the login request message (4;, CID;, C;, T), S
verifies the validity of the time delay between T and 7", where T  is the arrival time of
the message. If the verification process is correct, S computes h(PW;) = CID; @ h(4;, ® y
@ T), B = h(CID; ® h(PW,)), and C;" = h(T @ 4; ® B" ® y). Then, S checks whether or
not C;" is equal to C,. If it holds, S accepts the login request; otherwise, S rejects the login
request.
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2.3 Hu et al.’s Scheme

In the registration phase, U; chooses freely her ID;, PW;, random number b. Then, her
smart card computes h(b @ PW,). Finally, her smart card sends (ID;, h(b @& PW))) to S,
through a secure channel. Then, S creates an entry for U; in the account database and
stores U, e, T;, and O,, where e is a random number for each new U, T; is the timestamp
when U; is registered by S, and O; is the U;’s counter. Then, S computes 4; = h(ID; || T))
and B; = h(4; @ x) @ h(b ® PW)). Finally, S sends (B, ID;, e, h(’), O)) to U, through a
secure channel. Upon receiving the message (B, ID;, e, h(), O;), U; computes C; =
h(PW;), and stores b and C; in her smart card. Note that U;’s smart card contains b, C;, B;,
ID;, e, O;, and h().

In the login phase, U, keys her ID;" and PW,". Then, her smart card computes C;" =
h(PW,) and checks whether or not C;” and C; are equal. If the verification process is
correct, the legality of U, is assured, and the smart card computes D; = B; @ h(b ® PW)),
E.=h(e|| 0), and CID;=h(D; ® E; ® e). Finally, U; sends (ID;, CID;, E;) to S.

In the verification phase, upon receiving the login request message (ID;, CID;, E)), S
verifies the validity of ID;. If it is correct, S computes E;" = h(e || O), 4" = h(ID; || T)),
h(4,” ® x) and CID," = h(h(4," @ x) @ E;" ® e). Then, S checks whether or not CID;” and
CID; are equal. If the verification process is correct, S accepts U;’s login request, and
computes and stores O; = O; + 1. Finally, S computes and sends F; = h(h(4; @ x) @ (e ||
0))) to U.. Upon receiving the acknowledgement message (F;), U; computes O; = O; + 1
and F;" = h(D; @ (e || 0))). Then, U, checks whether or not F;" and F; are equal. If the
verification process is correct, U; successfully authenticates S and stores O; = O; + 1.

3 Proposed Scheme

In this section, we describe a new remote user authentication scheme. The scheme
consists of four phases — registration, login, verification, and password change —.

3.1 Registration Phase

In this phase, U; must carry out the registration process with S. The process is as follows:
she keys her identity ID; and password PW;, and her smart card computes and submits
(h(D:; || PW;), ID)) to S, through a secure channel. Then, S performs the following
operations:

1. Computes A; = h(h(ID;) @ x).

2. Computes B; = A; @ h(ID; || PW)) @ h(ID)).

3. Computes C; = h(A)).

4. Computes D; =h(h(ID; | PW)) @ y).

5. Sends (B;, C;, D;) to U; through a secure channel.
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Note that U;’s smart card stores (B;, C;, D;, h()).

3.2 Login Phase

In this phase, U; sends a login request message to S when she wants to access the
resources of S. U; keys her ID;" and PW," and her smart card performs the following
operations:

1. Computes A;" = B; @ h(ID; I| PW)) @ h(ID)).
2. Computes Ci* = h(A;").

Then, the smart card checks whether or not C;" and C; are equal. If the verification
process is correct, the legality of U, is assured. Then, the smart card randomly chooses a
nonce N; and performs the following operations:

1. Computes E; = A; @ N,.

2. Computes CID; = h(ID; | PW;) @ N.,.

3. Computes F; = h(A; Il D; I N)).

4. Sends the login request message (h(/D,), E;, CID;, F;) to S.

3.3 Verification Phase

Upon receiving the login request message (h(/D)), E;, CID;, F;), S performs the following
operations:

1. Computes A;" = h(h(ID;) @ x).

2. Computes N = A" @ E..

3. Computes h(ID; Il PW;)* = CID; @ N;".
4. Computes D = h(h(ID; | PW))* @ y).
5. Computes F;" = h(A;" | D" Il Ni*).

Then, S checks whether or not F;* is equal to F,. If it does not hold, S rejects the login
request. In the other case, S chooses a nonce N; and performs the following operations:

1. Computes SK;; = h(A; Il D; Il N; I N)).
2. Computes G; = SK;i(N; @ N)).
3. Sends (N}, Gj) to U..

After receiving the acknowledgement message (N, G;), U; performs the following
operations:

1. Computes SK,:,'* = h(Al Il Dl‘ Il N,' Il N,)
2. Computes G;" = SK;;*(N; @ N)).
3. Computes (N; @ N))".
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Then, U; checks whether or not (N; @ N)) is correct. If it is correct, the identity of S can
be assured. After finishing verification phase, U; and S have a session key SKj;.

3.4 Password Change Phase

When U, wants to change her password PW, she keys her ID;" and PW,", and she
requests to change the password to new one PW,,..,. Then, the smart cart computes 4," =
B, ® h(ID, || PW,) @ h(ID;) and C;" = h(4;"), and checks whether or not C;" and C; are
equal. If the verification process is correct, U; can key a new password PWi,... The smart
card computes B = A; @ h(ID; || PWie) ® h(ID;). The new value B;,.., replaces the old
B;, making possible the password change.

4 Security Analysis

In this section, we describe the security of the proposed scheme. We assume that an
attacker can extract the secret values stored in the smart card [Koc99, MDSO02]. The
comparison of our scheme and others schemes is summarized in Table 2. It demonstrates
that our scheme can resistance several attacks to provide strong security.

4.1 Insider Attack

If an attacker obtains B,, C;, and D; from U;’s smart card, she cannot extract sensitive
information, like PW,, ID;, A, x, or y from B;, C;, and D;, because it is computationally
infeasible to invert the one-way hash function h(). Moreover, she cannot extract 4; from
B; without the knowledge of PW; and ID,. Furthermore, the server does not maintain any
verification table. In addition, if the attacker is a legal user U,, she cannot obtain x and y
from her smart card.

4.2 Leak of Password Attack

In the proposed scheme, if the attacker obtains the U;’s smart card, she cannot extract
U;’s password PW; using B;, C;, D; or other combination of them.

4.3 Masquerade Attack

If the attacker intercepts a user’s login request message (h(/D;), E;, CID;, F;), she cannot
masquerade as a legal user U; because she cannot breach 4, h(ID; || PW;), and D; from
the intercepted login request message. The attacker could not forge a login request
message to pass server’s authentication, because she does not know a valid 4;, h(ID; ||
PW)), and D;. Although, the attacker is a legal user U, she cannot compute 4; without the
knowledge of x.
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Let us suppose that the attacker knows B;, C;, and D,, and previous U;’s login request
message (h(ID)), E;, CID,, F;), she cannot forge a valid login request message because
she cannot extract h(ID; || PW;) from CID; without the knowledge of N, Although, the
attacker knows h(/D;) she cannot extract 4; from B; without a valid h(/D; || PW;). Thus,
the scheme can resist the masquerade attack.

4.4 Parallel Session Attack

If the attacker intercepts the acknowledgement message (N,, G;), she cannot re-use G; to
create a valid login request message (h(ID)), E;, CID,, F;), because the acknowledgement
message does not contain information to construct a valid login request message.

4.5 Replay Attack

Our scheme uses nonce instead of timestamp to withstand replay attacks. Suppose that
the attacker has intercepted a previous login request message (h(ID)), E;, CID;, F;) from
U,, the attacker can replay the same message to S. Upon receiving the login response
message (N;, G;), the attacker cannot compute the session key SKj; to establish a secure
channel with S without knowing 4;, D;, and N.. Thus, the scheme can prevent replay
attack.

4.6 Server Spoofing Attack

An attacker cannot masquerade as a legal server S because she cannot compute 4; and D;
without knowing x and y. Moreover, she cannot extract N; and h(ID; || PW;) without the
knowledge of 4;. Furthermore, she cannot compute a correct session key SK; without a
valid D;. Thus, the scheme can prevent server spoofing attack.

Resistance to Chienetal. Dasetal. Huetal. Ours
Insider attack Yes No Yes Yes
Leak of password Yes Yes Yes Yes
Masquerade attack Yes No Yes Yes
Parallel session attack No - Yes Yes
Replay attack Yes Yes Yes Yes
Server spoofing attack Yes No Yes Yes

Table 2: Security comparison between our scheme and other schemes
5 Performance Analysis

In this section, we summarize some performance issues of our scheme. We compare our
scheme with related schemes in terms of computational cost and storage capacity.
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Due to the limited computational power of smart cards, the remote user authentication
scheme must take computational cost evaluation into consideration. In order to carry out
the computational cost evaluation, we use the following notations: T, and T are
defined as the execution times for one-way hash functions and symmetric operations,
respectively. Because exclusive-or operation requires very low execution time, it is
usually neglected considering its computational cost. The time complexity associated
with the different operations can be expressed as exclusive-or << Ty, < Tqym.

The computational cost is defined as the total time of various operations executed in
each step. According to the above definition, the computation cost in the registration
phase is 5T, time. The customer requires Ty time while the server requires 4T, time. In
the login and verification phases, the user requires 5T, + T,m time and the server
requires 4T, + Ty time.

In addition, we evaluate and compare our scheme in terms of storage capacity. We
assume that the output size of a one-way hash function, random numbers and secret keys
are 160-bit length, timestamps and counters are 40-bit length, and identity is 32-bit
length; so the memory needed in the user’s smart card is 480(3*160) bits and the server
requires 320(2*160) bits to store the two secret keys x and y. Table 3 shows the
performance comparison of our scheme and related schemes

Chienetal. Dasetal. Huetal. Ours

Computational cost in U B - 2T, Ty
the registration phase ¢ T, 2T, 1T, 4T,
Computational costin  U; 2T, 4T, STh S5Th+ Tom
the login and
verification phases s 3T 3Ty 4Ty 4Ty + Toym
Communication cost in U 232bits 520bits 352bits 640bits
the login and
verification phases N 200bits - 160bits 320bits

U, 160bits 320bits 712bits 480bits
Storage capacity *

s 100+ (0% 3o0nits 160+ (272 * mpbits ~ 320bits

n)bits

Table 3: Performance comparison between our scheme and other schemes

Table 3 shows that our scheme require more computational cost than Chien et al.’s
scheme and Das et al.’s scheme in registration phase. However, our scheme is resistance
to insider, leak of password, and masquerade attacks. Note that server S computes four
one-way hash functions while user U; computes one-way hash function, during the
registration phase, considering the computational power of current servers, the execution
time of four one-way hash functions is extremely very low.
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In addition, Table 3 shows that our scheme requires two symmetric encryption
operations, in the verification phase, while Hu et al.’s scheme does not require any
symmetric operation. However, our scheme establishes a session key between U; and S,
and prevents parallel session and replay attacks.

The storage capacity analysis demonstrated that our scheme is feasible for smart cards
because U;’s smart card requires 480 bits while Hu et al.’s scheme requires 712 bits.
Furthermore, the server requires 320 bits to store secret keys x and y, and does not
maintain a verification table while Chien et al.’s scheme and Hu et al.’s scheme require a
verification table to store /D;, and U, e, T; and O;, respectively.

Moreover, we summarize the functionality of the proposed scheme in Table 4. It
demostrates that our scheme is efficient for electronic activities.

Chien et al. Das et al. Hu et al. Ours
Mutual authentication Yes No Yes Yes
No verification table No Yes No Yes
No time-synchronization No No Yes Yes
No counters-synchronization Yes Yes No Yes
Secure password change No Yes Yes Yes
Session key agreement No No No Yes
Single registration Yes Yes Yes Yes
Two factor security Yes No Yes Yes

Table 4: Efficiency comparison between our scheme and other schemes

Table 4 shows that our scheme achieves the essential requirement for remote user
authentication schemes. The proposed scheme does not require any type of
synchronization. On the other hand, Hu et al.’s scheme, Chien et al.’s scheme, and Das
et al.’s scheme require synchronization which implies additional communication- and
computational-cost to users.

6 Conclusions

In this paper, we have proposed a remote user authentication scheme using smart cards,
which provides mutual authentication and establishes a session key between the user and
the server. The security analysis proved that the proposed scheme can resist insider, leak
of password, masquerade, parallel, replay, and server spoofing attacks. Moreover, we
demonstrated that the proposed scheme is feasible for practical implementation, because
the scheme is efficient in terms of communication-cost, computational-cost, and storage
capacity. In addition, the scheme provides more services for electronic activities than Hu
et al.’s scheme, Das et al.’s scheme, and Chien et al.’s scheme.
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