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Abstract 

We used a survey design to compare three social cognitive models in their ability to explain 
intentions of precautionary online behaviour. The models were protection motivation theory 
(PMT), the reasoned action approach (RAA) and an integrated model comprising variables of 
these models. Data from 1,200 Dutch users of online banking were analysed with partial-least-
squares path-modelling. The two separate models explain about equally much variance in 
precautionary online behaviour; in the integrated model the significant predictors of the two 
models remained significant. We conclude that both PMT and RAA make a unique 
contribution in explaining variance. Our results give practitioners potentially a wider range of 
options to design preventative measures. 
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1. Introduction 

As more services to customers are offered online, such as banking, government and 
health, security becomes increasingly important. Harm can be done to individuals, 
the economy and society when security is compromised, for example, by means of 
data breaches and distributed denial of service attacks. It is evident that security 
needs to be addressed by service providers. However, it is equally important that 
end-users behave in a secure fashion, as they play an essential role in safeguarding 
the online domain. Moreover, they are essential for achieving online security 
(Furnell et al. 2006; Liang and Xue, 2010; Ng et al., 2009). 

The present study deals with safety and security of online banking from an end-user 
perspective. End-users are, for example, confronted with phishing and malware 
attacks (Jansen and Leukfeldt, 2015); techniques fraudsters use to obtain user-
credentials in order to steal money from their bank accounts. Because banks cannot 
control their customers’ behaviour nor the devices their customers use, it is important 
that end-users are aware of threats aimed at online banking and try to prevent threats 
from manifesting in harm (Jansen, 2015). In this paper, we study what motivates 
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end-users to protect themselves against online threats by analysing three social 
cognitive models. A better understanding of precautionary online behaviour is 
required to enhance safety and security from an end-user perspective. 

To date, several models exist that try to explain and predict behaviour (Floyd et al. 
2000). Our main interest is aimed at explained variance rather than assessing the 
quality of the models, see for example Prochaska et al. (2008). The current study 
evaluates three models in terms of their effectiveness in explaining precautionary 
online behaviour. We compare protection motivation theory (PMT) (Rogers, 1975), 
the reasoned action approach (RAA) (Fishbein and Ajzen, 2010) and an integrated 
model which comprises PMT and RAA variables. Although PMT and RAA are both 
evaluated as motivational models (Armitage and Conner, 2000), PMT is considered a 
stress-coping theory whereas RAA is a belief-attitude theory (Boer and Mashamba, 
2005). Both models seem equally valuable in the present context and are discussed in 
more detail in Section 2. Added value of testing individual and integrated models is 
that, first, theoretical knowledge is advanced and, second, maximum effectiveness is 
pursued (Lippke and Ziegelmann, 2008; Sommestad et al. 2015). In addition, based 
upon Ifinedo’s (2012) work, we expect the integrated model to provide a more 
comprehensive account of the determinants of precautionary online behaviour.  

Both PMT and RAA (including RAA’s predecessors), have been tested extensively 
to predict numerous behavioural intentions and actual behaviours. However, to our 
knowledge they have not been widely compared in the information security domain, 
nor have they been extensively tested in an integrated fashion. Comparison is needed 
to help researchers make informed decisions about the usefulness of social cognitive 
models in this area. Therefore, the aim of our study is to evaluate the usefulness of 
PMT and RAA in explaining precautionary online behaviour. In addition, our study 
advances the understanding of precautionary online behaviour, which is still limited 
(Anderson and Agarwal, 2010; Liang and Xue, 2010; Ng et al. 2009). The results are 
useful for scholars and practitioners who want to study and improve online safety 
and security practices by end-users in general and safe and secure online banking in 
particular. 

2. Background literature and development of hypotheses 

In this section, a brief overview is given of PMT (2.1) and RAA (2.2), complemented 
with definitions of the predictor variables. Next, we discuss precautionary online 
behavioural intention, the target behaviour of our study (2.3). Finally, a set of 
hypotheses are presented (2.4) that are tested in this study. 

2.1. Protection motivation theory 

PMT is a social cognitive model that predicts behaviour and is often applied in the 
health domain (Milne et al. 2000), but has recently gained attention in the 
information security domain (Boss et al. 2015; Jansen, 2015; Vance et al. 2012). 
According to PMT, end-users are motivated to protect themselves based on threat 
appraisal and coping appraisal processes, which implies that end-users first evaluate 
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possible threats and second possible coping strategies. These evaluations determine 
users’ protection motivation, i.e. their intention to proceed, continue or avoid a given 
behaviour (Floyd et al. 2000). According to these authors, PMT is one of the best 
explanatory models for predicting protective behaviour. It is also viewed as a 
framework to develop and evaluate persuasive communications (Norman et al. 
2005). 

In PMT, threat appraisal process consists of perceived vulnerability and perceived 
severity. Crossler (2010) describes perceived vulnerability as the personal probability 
or likelihood of a security incident occurring and perceived severity as the impact of 
consequences resulting from a security incident. Perceived risk is a unique 
component in PMT, not present in RAA. The coping appraisal process consists of 
response efficacy, self-efficacy and response costs. Milne et al. (2000) describe the 
first construct as the perceived effectiveness of a response in reducing a threat, the 
second as users’ belief whether they are able to perform the recommended response 
and the third as how costly performing the response will be to the user. The 
combination of these constructs reflects PMT’s core nomology (Boss et al. 2015). 

2.2. Reasoned action approach 

RAA, which evolved from the popular theory of reasoned action (Fishbein and 
Ajzen, 1975) and the theory of planned behaviour (Ajzen, 1991), is a more general 
model for predicting human behaviour. The essence of Fishbein and Ajzen’s (2010) 
framework is that attitude towards behaviour, perceived norms and perceived 
behavioural control determine users’ intention to perform a given behaviour. It is 
assumed that behavioural intention predicts actual behaviour. Moreover, they believe 
that their approach is unified, accounting for any behaviour. Therefore, their 
approach should also be appropriate for information security behaviour. 

Attitude reflects a user’s positive or negative feelings towards performing the target 
behaviour (Fishbein and Ajzen, 1975). Perceived norms, unique in RAA compared to 
PMT, refers to perceived social pressure and is made up of injunctive norms – 
perceptions what should or ought to be done – and descriptive norms – perceptions 
that others are or are not performing the target behaviour (Fishbein and Ajzen, 2010). 
The authors describe perceived behavioural control as perceptions about being 
capable of or having control over the target behaviour. Perceived behavioural control 
is viewed as a combination of self-efficacy (also found in PMT) and locus of control 
(Workman et al. 2008). Because these constructs are two distinct concepts, we have 
chosen to adopt these two categorizations instead of the single perceived behavioural 
control construct. Locus of control can be internal – when users believe they control 
the outcome of a certain event – or external – when users believe the outcome is 
controlled by fate or powerful others (Rotter, 1966; Workman et al. 2008). 

2.3. Precautionary online behaviour 

The outcome variable of this study is based on the uniform safety rules for online 
banking, which are part of the General Terms and Conditions of all Dutch banks. 
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These five rules comprise: keep your security codes secret, make sure that your debit 
card is not used by others, secure the devices you use for online banking properly, 
check your bank account regularly, and report incidents directly to your bank. 
Precautionary online behaviour includes both technical and non-technical measures 
against security threats. 

Thus, the dependent variable consists of multiple actions. Although this approach is 
sometimes criticized (Blythe et al. 2015), because predictor variables might 
influence protection motivation for one behaviour, but not for another, others 
(Crossler and Bélanger, 2014) defend this approach, stating that precautionary 
behaviour against online threats constitutes taking multiple actions. Based on this 
notion and practical considerations (lack of validated scales for precautionary online 
behaviour and length of questionnaire), we chose to ask respondents questions about 
their intentions to adhere to the uniform safety rules. 

2.4. Hypotheses 

In Table 1, we present our hypotheses. These are based on PMT (H1, H2, H3, H5), 
RAA (H6, H7, H8, H9), and both PMT and RAA (H4).  

# Hypothesis 
H1 Perceived vulnerability positively influences precautionary online behaviour. 
H2 Perceived severity positively influences precautionary online behaviour. 
H3 Response efficacy positively influences precautionary online behaviour. 
H4 Self-efficacy positively influences precautionary online behaviour. 
H5 Response costs negatively influence precautionary online behaviour. 
H6 A positive attitude positively influences precautionary online behaviour. 
H7 Injunctive norms positively influences precautionary online behaviour. 
H8 Descriptive norms positively influences precautionary online behaviour. 
H9 Internal locus of control positively influences precautionary online behaviour. 

Table 1: Study Hypotheses 

3. Method 

In this section, we describe the methods used to test the hypotheses and evaluate 
which model is most effective in predicting users’ motivation for precautionary 
online behaviour. We discuss the survey questionnaire, procedure and participants 
(3.1). We then discuss data analysis, validity and reliability of measures (3.2). 
Detailed information about measures is available from the authors upon request.  

3.1. Survey questionnaire, procedure and participants 

Based on literature study, using international databases ACM Digital Library, 
ScienceDirect and Web of Science, we developed a questionnaire. We based the 
questionnaire items on the work of Anderson and Agarwal (2010), Herath and Rao 
(2009), Ifinedo (2012), Ng et al. (2009), Witte (1996) and Workman et al. (2008). 
The items were translated in Dutch, programmed in LimeSurvey (an open-source 
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online survey tool), were presented in random order, and used a 5-point Likert-scale, 
ranging from totally disagree to totally agree. All predictor variables were measured 
by three items and precautionary online behaviour was measured by four items. Two 
examples of the items adopted: a) the uniform safety rules help in preventing online 
banking fraud (RE1) and b) it is my intention to comply with the uniform safety rules 
(PM4). The questionnaire (a concept and a programmed version) was pretested 
qualitatively by twelve persons, including target group, key figures from the banking 
sector and scientific peers and quantitatively by 34 students before data collection. 

Respondents were recruited by an external recruitment service of online survey 
panels. The questionnaire was online in May-June 2015. In total, 1,200 Dutch users 
of online banking services completely filled out the online questionnaire. 
Participants’ age ranged from 18 to 85 years (M = 49, SD = 14.5) and the gender 
distribution was 55% female and 45% male. Participants had completed at most 
lower secondary education (15%), upper secondary education (32%) and higher 
education (53%) and were employed (54%), self-employed (7%), retired (19%) or 
had a different work status (20%), such as student and unemployed. 

3.2. Data analysis, validity and reliability 

Partial-least-squares path-modelling (PLS), using SmartPLS 2.0 (Ringle et al. 2005), 
was used for data analysis. PLS can be described as a class of multivariate 
techniques to study relationships between measured variables and latent variables 
and relationships between latent variables (Hair et al. 2014). As recommended by 
Henseler et al. (2009), we used a standard bootstrapping procedure (N = 5,000) to 
test the significance of the model parameters. 

Component loadings of the individual items, except one item of response costs which 
was subsequently deleted, loaded highly (≥ .70) on the corresponding component, 
providing evidence for unidimensionality of the items. However, we had to remove 
two self-efficacy and attitude items, because these items loaded high on protection 
motivation as well. Therefore, both constructs were represented by only one item in 
the structural models, posing a potential threat to reliability. Future research needs to 
address this limitation using more robust measures. Construct reliability was 
assessed using the composite reliability co-efficient; for all items, the cut-off point of 
.70 was exceeded. 

Convergent validity was assessed using the average variance extracted (AVE) by a 
construct from its indicators, which all, except for locus of control (.64), exceeded 
the cut-off point of .70. Discriminant validity was assessed by analysing the square 
root of AVE by each construct from its indicators, which should be greater than its 
correlation with the remaining constructs (Fornell-Larcker-criterion). All values met 
this condition. Additional SPSS analyses showed no multicollinearity issues. 
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4. Results 

In this section, the structural models with test results are presented in Figures 1-3. 
We evaluate the significance of the model predictors of precautionary online 
behaviour. The asterisks indicate a significance level of .001 and ns stands for not 
significant. 

Precautionary 
online behaviour

(R²=.64)

Perceived 
vulnerability

Perceived 
severity

Response costs Self-efficacy

Response efficacy

.02 (ns)

.17***

.49***

-.13***

.30***

  

Figure 1: Structural Model PMT 
Variables 

Figure 2: Structural Model RAA 
Variables 

 

Figure 3: Structural Model PMT-RAA Variables 

In the integrated model, explained variance of 68% is highest (Figure 3). The other 
structural models also provide high levels of explained variance, namely 64% for 
PMT variables (Figure 1) and 63% for RAA variables (Figure 2). In terms of the 
effect size f2, the additional variance explained by PMT over and above RAA (f2 = 
.16) and the additional variance explained by RAA over and above PMT (f2 = .13) 
both represent approximately a medium effect (f2 = .15; Hair et al. 2014). 

PMT variables perceived severity, response efficacy and response costs, RAA 
variables attitude, descriptive norms and locus of control, and self-efficacy from both 
models were significant predictors of precautionary online behaviour (see Figures 1-
3). Therefore, all hypotheses are accepted, except for H1 and H7 – thus perceived 
vulnerability and injunctive norms were not significant predictors. 

5. Conclusions and Discussion 

The aim of our study was to evaluate the usefulness of PMT and RAA in explaining 
precautionary online behaviour. PMT and RAA both show good explanatory power, 
which indicates that both seem valuable in explaining this kind of behaviour. A main 
value of the combined model is that it shows that the individual predictors of the two 
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constituent models (PMT and RAA) remain significant, thereby potentially 
providing practitioners more opportunities for prevention to increase people’s 
precautionary behaviour. Significant predictors can, for example, be manipulated in 
prevention campaigns leading to behavioural change. Increased precautionary 
behaviour of end-users is beneficial for banks as it might reduce the number of 
online banking fraud incidents. In contrast to Sommestad et al.’s (2015) findings, our 
results show that coping response (from PMT) is significant in explaining variance. 

Considering predictor variables of PMT, response efficacy and self-efficacy are most 
important. This means that the more effective a measure is perceived and the better 
the ability of carrying out a measure is perceived, the more likely precautionary 
behaviour is, which concurs with previous studies (Crossler, 2010; Ifinedo, 2012; 
Lee, 2011; Liang and Xue, 2010; Workman et al. 2008). Attitude, from RAA, can 
also be considered a primary predictor variable. The more positive the attitude 
towards precautionary online behaviour, the more likely such behaviour is, which is 
also demonstrated in earlier studies (Venkatesh et al. 2003). Scholars and 
practitioners can use these findings to develop prevention campaigns by effectively 
addressing these variables. Experimental studies can provide insight in the impact of 
these determinants. To our knowledge, studies that investigate the power of either 
model’s predictors to create preventative measures are lacking. 

Secondary determinants of explaining precautionary online behaviour, which behave 
in accordance with literature, are perceived severity (Chenoweth et al. 2009; Gurung 
et al. 2009; Lee, 2011; Vance et al. 2012; Workman et al. 2008) and locus of control 
(Ifinedo, 2014; Workman et al. 2008). If end-users evaluate the impact of a threat as 
high and believe a threat can be prevented by themselves and is something they are 
responsible for, the more likely they adopt the appointed measure. Therefore, these 
variables should also be considered when testing and implementing prevention 
strategies. Future studies could benefit from including measuring fear and using fear 
appeals manipulations in order to enhance such strategies (Boss et al. 2015). 

Perceived vulnerability had no significant effect on protection motivation. Earlier 
studies found mixed results for this construct. Gurung et al. (2009) and Vance et al. 
(2012) also reported a non-significant relationship. However, Chenoweth et al. 
(2009), Lee (2011) and Workman et al. (2008) found a positive relationship between 
perceived vulnerability and protection motivation. Crossler’s (2010) study on the 
other hand revealed a negative relationship. Injunctive norms were non-significant as 
well, contradicting with earlier studies (Herath and Rao, 2009; Ifinedo, 2012, 2014). 
However, contrary to our study, these studies took place in organizations, while 
security of online banking may be seen as an individual rather than a social issue. 

Although there seems to be overlap between the models, it is important to stress that 
theory is advanced by testing the usefulness of these theories in the study of online 
behaviours. However, considering the advancement of theory, Ogden (2003) argues 
that this is problematic due to the unspecific nature of the constructs involved. 
Indeed, though the scales we used and the relationships we found were 
predetermined based on theory, the questionnaire items needed to be specified to the 
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online domain in general and specifically to the online banking context. Another 
problem Ogden (2003) identifies is that social cognitive models often rely on 
analytic truths instead of synthetic truths. Qualitative exploratory research is 
recommended in order to identify predictor variables that are accountable for the 
variance we were not able to explain. 

For now, it seems that the integrated model is most effective in explaining variance. 
However, as explained by Lippke and Ziegelmann (2008), one theory can be more 
suitable for explaining a specific behaviour across populations and another for 
explaining diverse behaviours in a specific population. Future research is needed – 
across different domains, behaviours and populations – to advance our knowledge of 
this domain and to understand which of these (or competing) models best explains 
precautionary online behaviour of end-users. In addition, it is interesting to study 
how precautionary behaviour relates to or contributes to overall online behaviour.  

In conclusion, we relied on self-reported behavioural intention, which could be 
considered a limitation. Therefore, we recommend observing actual behaviour in 
future studies, particularly to overcome the intention-behaviour gap; see also Boss et 
al.’s (2015) commentary on PMT studies and Crossler et al.’s (2013) research 
agenda. A promising area, especially with regard to changing behaviour, could be 
examining behavioural enaction models, which are predominantly concerned with 
improving the intention-behaviour relation (Armitage and Conner, 2000). 
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