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}This session will discuss how Information 
Security threats has led to major changes and 
refinements to the strategies, structure and 
operations of organisations.

}We will discuss
ƁConcepts and Principles of Information Security

ƁReal world examples of security incidents within 
corporate establishments

ƁLegislations and their impacts

ƁHow organisations are adapting to such changes

ƁSecurity processes and technologies in use



}Ex- student of the University of Plymouth
ƁComputer Systems and Networks Graduate ðõ07

ƁJob profile

¶Currently work for Research in Motion, popularly 
known by the famous brand: 

¶Security Architect

¶Previous roles

¶Dtex Systems ðSecurity Systems Manager

¶Accenture ðVarious Roles (Change Analyst, Change 
Manager, Service Integration Manager)



}Information Security means protecting 
information and information systems from 
unauthorized access, use, disclosure, 
disruption, modification or destruction.

}The CIA Triage
ƁConfidentiality

ƁIntegrity

ƁAvailability

}So how far do you think organisations would 
go to protect their information assets?



}Confidentiality has been defined by the 
International Organization for Standardization 
(ISO) in ISO- 17799 as "ensuring that 
information is accessible only to those 
authorized to have access" 

}It is one of the cornerstones of information 
security.

}Confidentiality is one of the design goals for 
many cryptosystems, made possible in 
practice by the techniques of modern 
cryptography.



} Data cannot be modified without authorisation. Integrity is 
violated when:
ƁIntegrity is violated when an employee accidentally or with 

malicious intent deletes important data files
ƁWhen a Computer Virus infects a computer
ƁWhen an employee is able to modify his own salary in a payroll 

database
ƁWhen a buyer is able to update the values of the cost of a product 

before placing in his basket during an online purchase session

} Integrity could be violated in many ways without a 
malicious intent
ƁE.g. Mis - type someone's address.
ƁOn a larger scale, if an automated process is not written and 

tested correctly, bulk updates to a database could alter data in an 
incorrect way, leaving the integrity of the data compromised.

} Information security professionals are tasked with finding 
ways to implement controls that prevent errors of integrity



}Information security professionals are tasked 
with finding ways to implement controls that 
prevent errors of integrity e.g.
ƁBusiness Logic Testing

ƁCross- Site Scripting Vulnerabilities

ƁInput Validation

ƁSession parameters and validity

ƁAuthentication

ƁEtc...


