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Malware uncovered

David Emm

Global Research and Analysis Team
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Agenda

ÅMalware classification

Å Numbers

ÅMalware analysis

ÅCybercrime

ÅWhat cybercriminals want

Å How they get it

ÅHack the computer

ÅHack the human

ÅOther motives

ÅFuture prospects

ÅMitigating the risks

Å Live malware demonstration
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Malware classification

ÅMalicious software

ÅViruses

ÅSpread from file to file

ÅWorms

ÅSpread from computer to computer

ÅTrojans

ÅNo self-replication

ÅMalicious tools

ÅUsed by malware authors

Åe.g. Packers, constructors, exploits

Trojans

Viruses & worms

Malicious tools
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Malware classification

Source:  Kaspersky Lab Virus Watch
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Malware analysis

ÅSome key statistics

Å~ 30,000 unique samples per day

Å~ 3,500 signatures per day

Å~ 90 per cent of samples auto-analysed

Å~ 10 per cent analysed manually 
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Numbers

Source:  Kaspersky Lab
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Sample collection

Honeypots

Enterprises

Consumers

Field analysts

Partners

AVIEN

newvirus@kaspersky.com
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Analysis tools

ÅAutomatic analysis

ÅMulti-scanner

ÅWeb-crawlers

Å& other proprietary analysis systems

ÅManual analysis

ÅStatic analysis

ÅDynamic analysis
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Static analysis tools


