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A Malicious software |
A Viruses o Trojans
A Spread from file to file B Viruses & worms
A wWorms B Malicious tools
A Spread from computer to computer
A Trojans

A No self-replication

A Malicious tools
A Used by malware authors
A e.g. Packers, constructors, exploits
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LATEST VIRUSES Detection time
12 April 2010

Trojan.Win32.Vilsel.abho 09:36
Trojan.Win32.Cossta.fuh 09:36
Trojan.Win32.Cossta.fug 09:36
Trojan.Win32.Cossta.fui 09:36
Backdoor.Win32.Shark.ibc 09:36
Trojan.Win32.VB.adwp 09:36
Trojan-Ransom.Win32.PinkBlocker.alv 09:36
Trojan.Win32.Tdss.baiz 09:36
Exploit.JS.Pdfka.bzm 09:36
Trojan-Downloader.JS.Agent.ffr 09:29
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A Some key statistics
A ~ 30,000 unique samples per day
A ~ 3,500 signatures per day
A ~ 90 per cent of samples auto-analysed
A ~ 10 per cent analysed manually
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newvirus@kaspersky.com

Enterprises /
” / Partners
Honeypots\‘

AVIEN

Consumers

Field analysts
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A Automatic analysis
A Multi-scanner
A Web-crawlers
A & other proprietary analysis systems

A Manual analysis
A Static analysis
A Dynamic analysis
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1D A Wiew-a I Hex \.-"iew-Al gﬁ Exportsl % Importsl N Namesl "L?;n Func:tionsl ' Stringsl & Structuresl En Enumsl

* _thxt:10801629 push 1 ; dwShareHode =]

* .text:108861628 lea eax, [ebp+FileHame]

* _text:108861631 push 800006806 ; dwbesiredAccess

* .text:100801636 push eax ; 1pFileName

* .text:18881637 call ds:CreateFilen

* _text:18868163D mou edi, eax

* .text:1808163F cmp edi, BFFFFFFFFh

* .text:18881642 jz short loc_188816BD

* .text:100801644 push esi

* .text:100801645 push ebx ; 1pFileSizeHigh

* _text:18881646 push edi ; hFile

* .text:10081647 call ds:GetFileSize L

* .text:1008164D mou esi, 168488h

* _text:18081652 sub eax, 184D8h

* .text:10801657 push esi ; size_t

* .text:100801658 mou [ebp+0verlapped.Dffset], eax

' .text:10888165B moy [ebp+0verlapped.0ffsetHigh], ebx

* .text:18868165E mnou [ebp+0verlapped.hEvent], ebhx

* .text:18881661 call ds:malloc

* .text:100801667 pop ecx

* .text:10001668 mou [ebp+var_U4], eax

* .text:1000166B lea ecx, [ebp+0Overlapped] Ll
4 [ &

|oooooazs  [10001629: DIMaing:, =, x)+30

Compiling file 'C:“Frogramme“IDA Demo S5.0%idchida.idc'...
Executing function 'main'...

Compiling file 'C:isFrogramme“sIDA Demo S5.0%idchonload.dide'. ..
Executing function 'OnLoad'...

IDA is analysing the dinput file...

WOou may start to explore the input file right now.

Using FLIRT signature: Microsoft wisuals 2-3/net runtime
Propagating type information...

Function argument information is propagated

The initial autoanalwsis has been finished.
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