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* Kuehl D. (2008), ‘From Cyberspace to Cyberpower: Defining the Problem’, Information Resources Management College/National Defense University, 
Airforce Symposium 2008: Cyberspace, July 15 – 17 2008, Air University (AU) Maxwell AFB, USA
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Monitor Upset

Mouse deflection

Pop Up’s

Program Close

Network Crash

Peripheral
damage

‘Blue Screen’

Functional
damage

Permanent Physical
damage

Data loss
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Computer Effect
Network effect [DoS]
Hub damage
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Failure level 4 Effects (Crash, Operator interventi on)

Test Conditions:

Orientation 1 – as in figure

Orientation 2 – lying down 

Orientation 3 – as Orientation 1 sideways 
on to beam

�� �7���
�B C&��6�%
�=�%��
%

Failure level 5 Effects (Permanent damage):

A: > 70 kV/m (Level 4 occurred above 1.5 kV/m)

B: Between 20 – 70 kV/m (Level 4 occurred above 1.5 kV/m) 

C: At 20 kV/m (Level 4 occurred at about 10 kV/m)

������#�)�;�'�
%�<L��%
�M�9�)�
����'�
%%�
 �
��6�
�� 0��%%�
9�1!���7���




�������
��	��������

�������������	
���

20� �������	
���
�
�������
�������

�� $��B ��
���
���6�%
%��
��
	��
�
�&��
%

6�%
%�7���������������%�
������%
�
������'�����%��%

�� ��%���

��
�
��
���
	��
�
�&��
%�7�����
N��
���7�
 	��169��>C��
��6�������
���%�%

@�"��%�7����%
��
�����7�/
����������;E���2��
��%��7�� ��
����%���
�����������7	�
�
�����
%� ���


)������
���
	��
�
���

��
��%���%��� %��"��

Damage to chip caused by 
500 V 10/700 microsecond 

Telecom Pulse (IEC61000-4-
5) injected on cable
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�
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Single-shot damage at 4.5 kV

Multi-shot damage for tests
up to 4.5 kV
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Pulse risetime/pulsewidths

WIS EMP10 - 10/200 ns
WIS EMP1 - 1/80 ns
WIS UWB up - 90/2500 ps
Rheinmetall UWB - 200/500 ps
WIS UWB bp - 100/350 ns

Note: Small variations are seen
for different pulse repetition
rates
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