A Telematic Security Training Application

S. Furndl? D.AHill}, I.Rosewdl!, M .JWarren®

'Business Security Group,
Plymouth Business Schoal,
University of Plymouth,
Plymouth, UK

*Network Research Group,
SECEF,

Univeristy of Plymouth,
Plymouth, UK

Email: mwarren@pbs.plym.ac.uk

Keywords
Security Training, RATIO, Telematics.
Abstract

The paper describes research currently
being undertaken in the area of computer
based security training. The research
described includes the use of computer
basad training materid, the use of internet
technology and the use of sadlite
communications. The am of the research
IS to provide computer security training to
professonas who live within remote rurd
aress of the south-west of England. The
research described forms bass of a
UK/EU project entitled RATIO.

Introduction

The widespread use of computer systems
has resulted in a new dependence upon
computers and the data they contan.
Computer systems now contain millions of
records relating to commerce, hedthcare,
banking, defence and  persond
information. All this informetion is a risk
of ather beng mis-used for fraudulent
purposes or modified for maicious
reasons. In 1992 a UK Department of
Trade and Industry (DTI) sponsored
survey suggested thet the true level of UK
losses from computer fraud and misuse
was around £1.1 billion a year [1]. This
provided an impetus for the DTI to
sponsor blue chip UK organisations to
develop a st of guiddines to help in the



management of security. These guiddines
subsequently formed the bads of the
British Standard 7799 [2].

The mgority of exising security advice
and analyss has been targeted a larger
organisations. The problem is tha smdl
businesses could afford to purchase the
BS quiddines but not the security
expertise which explans wha the
guiddines ae. Also smdl busnesses
could not afford the security expertise or
software to undertake a security review.
What smdl businesses therefore require is
alow cost training package which can be
used by business personnel to learn about
Security.

The research is specificdly tallored to the
south-west of England and the problems
faced by that area such as.

- low presence of modern industries,
training and devel opment;

- high levels of unemployment;

- high number of smdl businesses,

- high proportion of population living in
remote/rural aress.

The am of the research was to develop
an easy to use security training package
that can be used to train business people
within rurd aeass by usng tdematics
goplications. The system to be used is an
goplication of the RATIO (Rurd Area
Traning and Information Opportunities)
project.

The RATIO Project

RATIO is pat of the UK governments
regiond chdlenge initiative (funded from
European Structural Funds Objective 5b)

and has provided £2.3 million to fund the
project. The man ams of the RATIO
project are to assst regiond regeneration
and compstitiveness by:

- edtablishing the tdlematics infrastructure

necessary to deliver business and training
sarvicesto loca communities
across the region;

- ragng the awareness of the need for an
up-to-date workforce with the
opportunity to gain accessto the latest
information;

- provide flexible and affordable training
sarvice to businesses.

Theam of RATIO isto cater for avaried
combination of communication methods
such as

- Sadlite - live and pre-recorded video
and audio data, data transfer;

- Video - conferencing, live video and
audio data, data sharing;

- Networking - datatrandfer, digitd
video and audio data transfer.

Across the southrwest of England there
will be a network of 40 recelving centres
S0 that any centre of populaion is no
more than 15km from a centre. These
centres will be equipped as follows:.

Levd 1 Centres

There are 30 levd 1 centres, these wiill
have the following fadilities

- 2-5PC's;
- modem for e-mall;



- satdlite reception equipment for both

video and data;
andogue video  conferencing
equipment for training;
- VCRand TV,
Levd 2 Centres

There are 10 levd 2 centres, these will
have the following fadilities

- 10PC’s,
ISDN (Integrated Services Digitd
Network) Links;
- full internet connectivity;

digitd video conferencing
equipment;

- satdlite reception equipment for both
video and data;

- VCRand lage TV.

The equipment and facilities provided by
the RATIO proect offer a unique
opportunity for businesses and individuas
to use the latest technologies, which they
might not have had access to previoudy.

RATIO makes use of satellite technology
to communicate with other RATIO users
and ensures quick data transfer between
gtes. The primary advantage of satellites
over teredrid links lie in ther broad
geographica combination [3], this means
that in the future the RATIO servicescan
eadly be extended across the UK and
Europe.

Security Training System

The computer security training system
was developed with the following ams.

- raise business peoples security
awareness,
- give basic security training;

- dlow business people to undertake
basc security risk andysis
reviews,

- Offer direct security advice via
satdlite video conferencing;

- Offer indirect security advice viathe
use of email;

- publicise exiding relevant security
standards, i.e. BS7799.

The most mportant aspect of the project
IS rasng security awareness. The reason
for this is tha usx interaction with
technology is s gmple ad
uncomplicated, the user is not aware of
the capabilities, potentid or wesknesses
of the technicd systems [4]. By making
professonds aware of security issuesit is
possible then to train them about good
security  procedures, different  security
legidation, different Security
countermeasures etc.

The security training system makes use of
the following technologies:

- Computer based training software;

- Video Conferencing;

- Internet Technologies.

The overdl training course is sructured in

the following way:

Stage 1 : Computer Based Training
Materid

Every person enrolled for the training
would have access to a computer based



security training package. The am of the
package is to initidly educae
professonds about computer security.
The system can be used ether on ther
own home PC's or PC's located within
the RATIO centres The system is
designed to be wsed by itsdf and a the
convenience of the user. The system is
designed to be user friendly with an easy
to use GUI (graphical user interface) and
comes complete with a computerised user
guide, paper based user guide and
contact point in case of difficulties,

The system offers the user the following
features.

. basic security training (see Fig 1);
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Fig 1. Screen Shot of Training System

- ability to undertake basic risk
andysisreview (see Fig 2).
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Fig 2. Screen Shot of report produced by
Risk Andyss Sysem

Stage 2 : Video Conferencing

Once the professional has completed the
initid training course they will then be able
to take extra training courses via the use
of video conferencing. The video
conferencing tudio islocated & Plymouth
and data is tranamitted via saellite (the
satellite uplink is also located & Plymouth)
or viaISDN links to the RATIO centres.
The video conferencing takes the form of
a series of seminars, that is then followed
by a question and answer sesson. The
security  seminars  cover  the following
maor topics.

- physica security;

- Virus protection;

- network security;

- human security;

- legd issues,

- organisationda security
policies.
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The use of video conferencing will alow
for amore condructive style of training to
be undertaken. Fig 3 shows an example
of video conferencing, this dlows for the
connection of many users to the one
training seminar. Through the use of video
conferencing it is possible for specidist IT
security training to become more cost
effective and avalable to many more
professionals.

Fig 3. Example of Video Conferencing

It is intended that the security training
materid should form the bess of a IT
security course that could be taught
across the Internet or via the use of video
Conferencing.

Stage 3 : Post Training Support

Once the training seminars have been
completed it is possble for professonds
to gtill put forward questions or problems.
They would make use of Email or IRC
(Internet Relay Chat) and this would
dlow for questions to be answered and
anonymous results shared  between
interest business people as shown in Fig
4,
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Fig 4. Example use of Emall to solve
problem

A network of professionals interested in
security would be egtablished and this
would dlow for:

- advertiang of future security

traning seminars,

- advertising conferences,

- sharing of security knowledge
and experiences.

This network will dso hep to dart
establishing a security culture across the
whole of the south-west of England.

Conclusion

In order to face the competition,
companies need a more flexible working
environment [5], the same is true for
traning. By usng new technologies it is
possble for business people living within
rurd areas to teke advantage of new
technologies This is of particular
importance to SMEs (Smdl Medium
Enterprises) organisations who would not
usudly be adle to afford IT security
traning.



The security traning <oftware was
completed in 1996 and the video
conferencing service will dat a the
beginning of 1997. The security training
software will be commercidly marketed
at the start of 1997.

In the future a WWW (World Wide
Web) ste will be developed, thiswill offer
security advice to SME business people
not only within England but dso across
Europe. This dte would offer security
advice, security training software and dso
contact points.

The future am of the ressarch is to
devdop a commercidly operationd
Security training system that uses the latest
technol ogies described.
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