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Abstract
Social engineering is a significant problem involving technical and non-technical ploys in
order to extract information from unsuspected users. This paper presents an assessment of user
resilience to such ploys in the form of email phishing attack. Our experiment used an online
web survey which included a mix of legitimate and illegitimate emails and asked users to
differentiate between them. A total of 179 participants were involved and the assessment
shows that they correctly identified legitimate emails on average of 50%, whereas illegitimate
emails were correctly identified on average of 60%. However, in many cases participants who
correctly identified illegitimate emails could not reason their selection based on criteria that
illustrate their security awareness.
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1. Introduction
Social engineering is a significant and crucial threat that to information system
security, both in its own right and as a technique within other threats such as
phishing, vishing, and malicious attachments. Over the last few years various
sources have highlighted some basic information about the kind of techniques that
were used, the success rate of this attacking method and its relation to the user
behavior (Leyden, 2004; BBC News, 2005; Silicon.com, 2006).
Harl (1997) defined social engineering as “the art and science of getting people to
comply with your wishes. It is not a way of mind control, it will not allow you to get
people to perform tasks widely outside of their normal behaviour and it is far from
foolproof”. Many other authors, such as Allen (2006), have established this
definition as the most common describing term of social engineering in information
systems. Nonetheless, it is extremely difficult for someone to define social
engineering within just a couple of sentences, because of the myriad ploys that may
be involved. So, to add more detail, social engineering is the term that refers to a
‘hacking’ method in which the attacker exploits the user’s behaviour via a series of
psychological or/and social ploys, and through technical or/and non-technical
communication processes, in order to gain the user’s trust and achieve desired result
(normally in terms of getting them to part with information).
The purpose of this paper is to assess user awareness of social engineering threat
through phishing attacks.
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2. Background
The techniques that attackers may use to extract information from users can be
separated in two main categories, namely psychological and technological methods.
In our experiments these two approaches were analyzed together in the context of
phishing emails.
According to research on the topic of social influence (Petty and Cacioppo, 1986) the
main human behaviours that are based on judgment can be separated in two
categories that refer to central and peripheral route of persuasion based on the ELM
(Elaboration Likelihood Model) theory. Moreover, Cialdiny (2000) mentions that
there are six basic tendencies of human behaviour that are responsible for a form of
behaviour change-compliance with a request. These influential routes are defined as
authority, scarcity, liking, reciprocation, commitment (consistency) and social proof
(validation). Furthermore other researchers from the field of information technology
have referred to some other behavioural traits such as ‘conformity’ and the ‘desire to
be helpful’ (Stevens, 2002), as well as factors of ‘inexperience’ and ‘curiosity’
(Jordan and Goudey, 2005). In phishing attacks, these influential methods can be
implemented through the technique of semantic deception (Fette at al. 2006), which
is achieved through the language used in the text body of email.
On the other hand the technical method that is used to leverage user trust can be
performed in other ways. More specifically, in phishing attacks, technical ploys can
be defined based on user visual deception (Dhamija et. al 2006) through multiple
techniques. A phishing attack can contain two main steps; a phishing email and a
bogus web site. Moreover it is up to the attacker if he will use further techniques,
such as malicious attachments (Everett, 2004) in the email in order to exploit a
vulnerable to user system or if he will include a hyperlink in the email body. In most
common phishing attacks, the URL redirects the user to a bogus web site in order to
collect sensitive personal information such as login credentials (username, password)
and financial details (account/PIN number), or alternatively to download a malicious
file (Forte, 2005).
Visual deception in phishing attacks can be achieved through many technical ploys,
such as masking the fraudulent URL to make the email appear legitimate (Huseby,
2004), and stealing HTML code from a genuine web site (in order to create the bogus
one by mirroring it) (Drake et al. 2004). Other techniques could involve the inclusion
of banners, logos and trademarks to give the email and the web site a plausible
appearance. Also, in the email part, spoofing the email address of sender and
displaying a URL that contains https could be possible. On the other hand, the bogus
web site may contain plausible security indicators, such as padlock icon (denoting
SSL, Secure Socket Layer) (Dhamija and Tygar, 2005) and security certifications
such as VeriSign.
The aim of the research at this stage was to assess users’ awareness of social
engineering via a web survey that would investigate their knowledge of the above
ploys and techniques. In common with other experiments (Robila and Ragucci, 2006;
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Dhamija et al. 2006), our investigation focused on the email part of the phishing
attack and specifically on the participants’ ability to identify such techniques.

3. Methodology
The experiment used an online survey and included two main sections. The first
collected personal information about participants, and included seven questions
covering demographic details and technical background (e.g. Internet habits). The
second section consisted of 20 questions, each of which presented the user with an
email message and asked them to consider whether or not it was genuine or a
phishing attempt. Each question had three options (illegitimate, legitimate and do
not know) and an optional text box for participants to briefly explain their reasoning.
The demographic questions collected general details such as gender, nationality, and
age in order to separate participants into different categories and make a comparison
analysis between these categories. In the second part of the demographics we tried to
investigate if the security awareness is related to the educational or employment
background of the participants. The last part of the demographics asked participants
about their internet habits (e.g. online shopping, e-banking, online purchases of bill
payments, etc.) and the protection mechanisms (e.g. anti-phishing toolbar) that they
use against phishing threat by giving three answering options (yes, no and do not
know).
The design of the second part of the survey was more complicated, as it was based
on a series of criteria that were related to methods of phishing. So the 20 email
questions were separated in two main categories of illegitimate (11 email snapshots)
and legitimate (9 email snapshots). As already mentioned above, each question had
three possible answers, with the ‘do not know’ option set as the default..
The main concept of the survey was to benchmark participants’ responses to
different technical and influential ploys that attackers may include in their emails.
The 20 messages used as the basis for the questions were selected from a
combination of anti-phishing advisory sites, as well as from emails received by the
investigators themselves. The emails included representation from a variety of
online services that could be phishing targets (e.g. e-banking 8/20, online-shopping
4/20, online purchases of bill payments 5/20, etc.), as well as a range of different
attacking techniques (such as collection of personal and financial information from
bogus web site 7/11, downloading malicious software 1/11, opening malicious
attachment 1/11, vishing 1/11 and PO BOX 1/11 technique). Figures 1 and 2 below
illustrate examples of the illegitimate messages used in the study.
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Figure 1: Illegitimate email from eBay

Figure 2: Illegitimate email from Amazon
Other design criteria were based on visual aspects in order to investigate the role that
these can play in deceiving the participants. So, 14 emails were colored snapshots
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with logos, banners, trademarks, etc. (six legitimate and eight illegitimate), whereas
the other six were plain text messages (three legitimate and three illegitimate).
Other characteristics represented in the emails included typos, errors or even
grammar mistakes (in 7 of the 11 illegitimate messages). Another language-related
factor had to do with the influential techniques that the emails used, with a range of
persuasive methods being represented, such as scarcity (2/11), authority (7/11),
social proof (2/11) and desire to be helpful (1/11), with some emails including a
combination of techniques.

4. Experimental results
A total of 179 participants (75% of whom were male) filled out the survey, which
was available on the Internet for a period of 19 days. The requirements for someone
to participate to our study were the understanding of the English language (as the
emails were written in English) and the use of Internet. The total population of
participants included representation from 22 different nationalities, with the majority
(97%) having a higher education qualification. In terms of age groupings, 76% were
aged 18-29 and 24% above 30.
According to the Figure 3 below that represents the total results of the participants
for each question separately we can observe that in most cases, opinions are very
divided and there is only a small number of cases where respondents clearly come
down to one side (questions 3, 14, and 20) and in some cases they answered
dramatically wrong (question 3).
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Figure 3: General results from survey
The overall success rate of participants in correctly identifying illegitimate emails
was 42%; on the other hand 32% could correctly identify a legitimate email, and
26% selected the ‘do not know’ option (thus illustrating the confusion of the
participants). From the analysis based on demographics we determined that there
were no significant differences relating to age or gender, but there were notable
changes based on the participants’ work/study background. More specifically, 31%
of the total population was related to the IT/Computing sector. From these
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participants the success rate of identifying correctly emails was 25% for legitimate,
52% for illegitimate and 23% for those that didn’t know. Also some changes
compared to general results were observed when measuring subsets of participants
based on their Internet habits. These changes showed a small increase of success in
identifying illegitimate messages, but not as much change for identification of
legitimate emails.
Feedback comments were left by 47% of participants, enabling a deeper analysis of
their criteria for judgment in each case. We observed that 40 participants made
judgments based on visual indicators, such as the presence of logos, banners,
trademarks, footer, fonts and copyright symbol. From those participants, 55%
selected the legitimate option. The results also showed that a plain text email was
more likely to be judged as illegitimate compared to messages with color and
images.
Considering the influence of technological factors, 52 participants made a judgment
based on whether email contained a URL (70% select the illegitimate option).
Furthermore, 26 participants mentioned the fact of http or https, and 39 made a
comment about using a verification process (e.g. “have to check this by opening a
browser window and typing the given URL into this”). Only 12 of them manually
checked the correctness of the URLs and 40 participants made a selection based on
the given email address. Considering judgments of personal information, 18
participants gave an answer based whether the email contained a recipient name or
not, and 67 participants did so based on other personal information.
From the perspective of language, we understood that 19 participants focused on the
language mistakes such as typos and grammar errors. Moreover 34 participants
selected answers on the basis of emails that claimed to offer opportunities, while 26
did so based on emails that used forceful language. Also from an analysis of
influential techniques it seems that the techniques of authority and desire to be
helpful are the least correctly identified from the participants, compared to the
techniques of social proof and scarcity.

5. Discussion
Our experiment revealed a significant failure by participants to correctly classify the
emails (with average of do not know answers 26%). Comparing our findings to
similar studies (Robila and Ragucci, 2006) we highlighted a slight difference in the
overall results. More specifically, Robila and Ragucci (2006) mention that
participants were able to correctly identify legitimate and illegitimate emails in 60%
and 53% of cases respectively. Our findings showed that participants did the same on
average of 50% and 60% respectively. However, this difference could possibly exist
because of a series of reasons (e.g. different number of participants, different emails,
and the addition of a ‘do not know’ option in our case).
Moreover from the investigation of visual attention, language attention and
technological awareness we revealed interesting findings. More specifically
participants made a selection based on incorrect criteria in many cases (e.g. based on
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logos, copyright symbols and footers in the emails, and in other cases influenced
from the type of language that the emails used). Moreover, the fact that many
participants mentioned technological aspects in the email in order to support their
thesis shows a level of security awareness. However, in many cases the participants
mentioned these aspects but their reasoning led them to draw the wrong conclusion
about legitimacy.

6. Conclusion
The practical study was a good idea to investigate the phenomena of social
engineering through phishing attacks with emails. The need for security awareness
on the topic is imperative, but the way to achieve such awareness could be a difficult
process due to the technical unfamiliarity or the behavioral traits of each user.
Future work could address a deeper analysis of how individual factors (such as
visual, technological and language characteristics) have an effect, rather than having
messages that include combinations of several of them. Another possible direction
for future work would be the use of emails with real links instead of email snapshots,
as this would enable more interactive exploration by the users (thus more accurately
mirroring the real-life scenarios in which phishing messages would be encountered).
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