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ABSTRACT
The paper considers the requirement for information security within the domain of online
distance learning. A generic module structure is presented which represents a high level
abstraction of the different stages of the educational process. This leads into a discussion of
the main security issues that must be considered at each stage. These various requirements
are being addressed in practice by the security framework being developed by the SDLearn
research project, a collaborative initiative between higher academic establishments in the UK
and Germany.
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INTRODUCTION
The provision of education and training facilities at a distance has long been recognised as a
means of broadening access to knowledge and enabling study by those for whom it might
otherwise be denied (e.g. persons engaged in part-time employment or living in remote rural
communities). In recent years, the advent and widespread use of Information Technology
(IT) and, in particular, the mass popularisation of the Internet / World Wide Web (WWW),
has meant that opportunities have been identified for migrating the distance learning activity
into a more advanced online environment.
It has been established that it is possible to support all aspects of the educational process to
at least some degree within an online distance learning scenario. At a high level, the key
elements can be seen to include the following (Thomas, 1997) :
•
•
•
•

provision of learning materials;
providing facilities for practical work (e.g. via simulation);
enabling questions and discussion (between students and/or lecturers);
assessment;

• provision of student support services (e.g. careers and personal advice).
Indeed, there is already significant evidence of a move towards Online Distance Learning
(ODL), including funded research by bodies such as the European Commission and the
adoption of IT-based methods by long-established distance learning providers, such as the
UK Open University (Nuttall, 1997; Open University 1997) and UNED, the Spanish
National Distance Education University (DEMOS, 1997). Much of this work has already
been progressed to an operational state. The UK Open University, for example, already
offers a portfolio of Internet-based study programmes (at degree and masters level) in
addition to its traditional paper and broadcast materials. At the time of writing, the range of
online courses offered is relatively small, but this is sure to increase as further materials are
developed and translated for the new medium. This is by no means the only example of a
“virtual university” approach. Another is provided by the University of Wisconsin in the
USA where, in addition to 40,000 students enrolled on traditional campus-based
programmes, a further 13,000 are registered on an independent learning programme called
the University of Wisconsin-Extension (UWEX 1997). This utilises a range of technologybased methods (including Internet, video conferencing and satellite transmission) to deliver a
variety of course programmes, from vocational training to University level courses.
The provision of ODL courses has also been supported by related research into the effects
of IT utilisation on the learning process. This includes, for example, studies of the effects
that online distance learning has upon the learning outcomes for students when compared to
more traditional approaches (Carswell 1997).
This paper proceeds from the basis that online distance learning is an inevitable direction for
at least some aspects of the educational process and it does not attempt to adopt a position
regarding the pros and cons of the medium from a pedagogical point of view (readers
interested this aspect are referred to work by Paulsen (1995)). Instead, the discussion is
focused around the need for appropriate security mechanisms within the environment - an
aspect which does not appear to have been given significant consideration in the work
conducted to date. Whilst education is not a domain in which security considerations
normally feature prominently, this changes when the online / distance scenario is considered.

A GENERIC REFERENCE MODEL FOR ONLINE DISTANCE
LEARNING
The discussion can be set in context by introducing a number of entities and activities that
will generally be involved in the ODL scenario and identifying the relationships between
them. A Learning Resources Provider (LRP) supplies the necessary materials (e.g. course
notes, video, etc.) and services (e.g. tutorials, software, etc.) to the remote student over the
Public Multimedia Network. Similarly, the student can submit work and otherwise interact
with the LRP (and other students) over this network. It should be noted that, in the
distance learning scenario, the LRP may not necessarily be a single establishment and may
itself be a distributed entity with different module contributions being made from different
physical locations. The public multimedia network is currently best characterised by the

Internet, which is already used as the basis for a number of trial efforts in this area (Bray,
1997).
Working on the assumption that a student’s programme of work is organised around a
number of modules (each of which represents a complete, self-contained and assessable
portion of the course), the security requirements of distance learning can be examined with
reference to the generic module lifecycle illustrated in figure 1.
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Figure 1 : Generic Module Lifecycle
The stages identified, and the associated security issues, are detailed in the sections that
follow (note: the list does not claim to be exhaustive but, nevertheless, highlights a number
of security issues relating to ODL that might not be immediately apparent).

Enrolment
This refers to the process of initially identifying the remote students to the LRP and enabling
their access to the resources allocated to the module. Security issues here principally
include the points below.
1. Initialisation of an authentication scheme for later use within the Study phase. The
parameters for both user authentication and non-repudiation would be established.
Such a scheme would be likely to involve the use of public and/or secret-key
cryptography and utilise interactive protocols, digital signatures and certificates
(ISO, 1987).
2. Eliciting payment for the module from the student. This could involve the use of an
Internet-based secure payment protocol, such as the SET (Secure Electronic
Transaction) scheme that has been established by credit card companies
(MasterCard, 1997), or the direct payment of electronic cash, in a similar manner
to experimental schemes already under investigation (Chaum, 1992).

3. Verifying a student's previous qualifications. These may be from previous modules
completed at the same LRP or from other establishments. An electronic
certification scheme could be utilised here (as further described in the Completion
section below).

Study
This phase relates to the period in which the student is actively engaged in work for the
module and may itself be subdivided into a number of further distinct stages (e.g.
consumption of course material, submission of assignments, tests and examinations). During
the course of a module, the following security issues arise :
1. The student must have access to the necessary LRP material, but should be
prevented from viewing or retrieving any which is not relevant to them. Access
restrictions may be implemented using either a password scheme or a more
complex cryptographic protocol.
2. The student must be able to submit work to the LRP. This work must be
authenticated as having originated from the student and must remain confidential
between the student and the LRP. Once submitted the integrity of the work should
be inviolable and it should not be possible for the LRP or student to deny either the
receipt/submission or the content of the work.
3. It is envisaged that real-time lecture/tutorial sessions may be arranged (using audio
and/or video-conferencing facilitates), involving single students or groups. The
communications between those involved should be confidential and not be
decipherable to those outside.
4. It may be desirable for the dissemination of grades (and other similar information)
to be confidential between the LRP and the individual students concerned.
5. The LRP may provide general services to students (e.g. information search and
retrieval). It may be advantageous for the LRP to monitor the usage of these
services at both the individual level (e.g. for charging purposes) and at the global
level for gathering statistics. This information may well be confidential to the LRP.
6. The LRP may wish to offer the service of a trusted repository. For example, a
student may want to submit a piece of original work for which he/she claims
ownership. The LRP will be able to verify student identity and submission date in
the case of dispute. Such a scheme could be implemented using electronic
certification, as described in the next section.
It is considered that some traditional academic scenarios will be extremely difficult to realise
securely in the online distance learning context. For example, closed-book tests and
examinations could not be performed satisfactorily over the network as it would be

impossible to ensure that students were not cheating (e.g. using books or enlisting the help of
colleagues) without employing a prohibitive level of technology (e.g. some form of video
surveillance of the candidate). As such, examinations would be easier to stage at a regional
centre using traditional invidulators (as with existing distance learning providers such as the
Open University).

Completion
Upon successful completion of the module, the following points need to be considered.
1. The LRP may want to issue some kind of electronic certificate to the student as
proof that the module has been completed. This would need to be unforgeable
and incorporate information concerning the student, the LRP and the module in
question. These certificates could be used to restrict access to information relating
to future modules, such that the student is required to complete the current stage of
work before proceeding to the next.
2. The LRP will need to update its records concerning the student in question. This
may involve revoking certain rights that the student previously held and invalidating
the student's identifier for the module in question.

Termination
In certain circumstances (e.g. the failure of a student to successfully complete a module
within a pre-determined time period) the LRP may wish to terminate the students enrolment
(or re-negotiate it). Security issues involved here are similar to those of the Enrolment and
Completion phases. One possible complication may be that, in re-negotiation, proofs of
LRP/student actions during the lifetime of the module may be required. Thus, access to
student-related information held by the LRP should be available for examination.

Suspension
It is envisaged that, under some conditions, students may wish to suspend their study for
long periods and then resume later. This issue again raises some security considerations, as
detailed below.
1. Given that suspension of study may also lead to suspension or reduction of fee
payments, students should not be permitted further access to LRP material until
study is resumed. Controls would, therefore, need to be incorporated to restrict
access.

2. The LRP will still need to maintain registration details and the like for suspended
students. As such, there will still be protection requirements to be observed in this
respect.

It can be seen that the requirement for protection in several of the above examples does not
arise for the traditional reasons. For example, safeguarding the confidentiality of course
materials is not required due to the sensitivity of any of the information involved (as most, if
not all, of it will already exist in the public domain), but rather to safeguard the LRP's
franchise as an service provider. Only those persons who have enrolled on the module (and
paid the appropriate fees) should be permitted access.

COMMUNICATION REQUIREMENTS
The online distance learning scenario will involve a variety of communication flows between
the LRP and remote students (as indicated below and illustrated in figure 2), each of which
may have different security requirements :
•
•
•
•

general broadcasts (e.g. lectures, module material);
student-specific (e.g. assignment grades);
submission (e.g. work for assessment);
interactive (e.g. tutorials).

Figure 2 : Communication between LRP and remote students
The motivation for security is largely determined by the nature of these communications, as
well as the sensitivity of the information maintained by the LRP. The latter would be likely to
include the following :

• student records;
• student assignment and examination grades;
• solutions to assignment and examination questions.
It can be seen that there are (at least) three levels of confidentiality within the framework :
• information that is public and can be made generally available (e.g. publicity
material for courses);
• information that should be restricted to enrolled students (e.g. module notes);
• information that is private between the LRP and specific students (e.g. assignment
grades).
Module notes may also be considered confidential under some circumstances. For
example, it may be necessary to hold back future notes until the student has completed the
current stage of the work programme and, therefore, access should be controlled.
Possession of the notes ahead of schedule could have undesirable consequences, such as
giving clues to assignment work in progress or generally detracting from the intended focus
of the course.

THE SDLEARN SECURITY FRAMEWORK
This section discusses a number of security techniques that are appropriate to addressing the
requirements previously identified. It is considered that the online distance learning scenario
principally demands attention in the following areas :
•
•
•
•
•
•

remote student authentication and accountability;
access control;
intrusion detection;
protection of network communications;
non-repudiation issues;
LRP "housekeeping" issues.

These areas will now be examined in turn.

Authentication and accountability
At the simplest level, authentication could be based upon traditional password mechanisms.
These have the advantage that they can be easily implemented using software methods and
are conceptually simple for the user to understand. However, their use could be
problematic if applied on a module-by-module basis, as this would result in a number of
them having to be remembered. In addition, there are a number of generally accepted
weaknesses with passwords (e.g. they are often poorly selected, easily guessed and
infrequently changed) that make them vulnerable to compromise (Jobusch and Oldehoeft,
1989).

One suggested enhancement is to incorporate location-based authentication by invoking a
call-back facility when students log into the LRP system. This will at least ensure that access
is occurring from the expected location (and is, therefore, more likely to be the legitimate
student than an impostor). This strategy has disadvantages in that it assumes that the remote
student will always wish to gain access from a single place (such as their home) and in that it
may introduce complications regarding the payment for connection time (as it will be costing
the LRP to callback the student).
More sophisticated user authentication schemes involving smartcard technology permit the
construction of strong authentication systems with a minimal complexity interface to the user
(Zoreda and Oton, 1994). Their main advantage lies in the secure storage and processing
of secret information. In practice this means that user-confidential key material is held only
by the smartcard and is not made available to external entities. In an open network
environment this prevents malicious software agents from recovering user-stored data (e.g. a
password encrypted signature key) and using off-line cryptanalytic techniques (e.g. a
dictionary search) to recover the user's secret. The main disadvantage of smartcard systems
over simple password based systems is the additional cost involved in setting up the required
infrastructure. However, it seems conceivable that the LRP make provisions for such an
architecture based on the cost savings of not having to provide campus facilities. Also it
may not be unreasonable for students to supply their own smartcard enabled hardware.
With the latest Network Computers directly incorporating smartcard technology this may be
easier than would previously have been thought (Halfhill, 1997).
Whatever authentication mechanism(s) are selected, it will be desirable for them to be
generic for all modules, in order to minimise inconvenience for the end users. For example,
if password-based authentication was used, it would be undesirable to have different
passwords for each module. Consistency and simplicity should be retained wherever
possible.
The accountability issue is closely linked to that of authentication and relates to the fact that it
is necessary to instil a sense of responsibility amongst students when accessing LRP
facilities. A step towards achieving this will be to make them aware that they will be held
accountable for their own activities. This would principally be insured through the
maintenance of audit trails, recording significant details of activity based upon authenticated
user identities.

Access Control
Once logged-in, access to specific information would be controlled using the electronic
certificates mentioned previously. Possession of an appropriate certificate would be a
requirement before granting access. These would be used in addition to any access control
options already present in the host operating system (e.g. use of file/directory permission to
prevent students browsing through the LRP’s file space).

Intrusion detection

In addition to the above mentioned authentication and access control schemes, sophisticated
intrusion detection systems could be implemented by the LRP. For example, real-time
supervision could be introduced which monitors and compares the behaviour of a logged-in
user against a historical profile for the remote student whom they are claiming to be. Such a
profile could encompass a range of factors, including time of system accesses, facilities used
and data accessed. The supervision could also consider a variety of general indicators that
might be suggestive of an intrusion scenario (Lunt, 1993; Furnell et al, 1996). This
approach would have the advantage of being achievable in software and, therefore, avoiding
any associated financial cost per workstation (unlike using smart cards on conventional
PCs). However, disadvantages could exist in terms of unreliability (particularly the potential
for false rejection of legitimate users) and resistance by end-users, who may object to the
notion of their activity being monitored in this way. As such, this approach requires further
investigation before it can be fully recommended.

Network Communications
It is proposed that the necessary protection for network communications could be achieved
using data encryption techniques. A hybrid system is advocated in which symmetric (secretkey) encryption would be used to implement a confidentiality service (with both LRP and
student parties sharing common session keys), whilst asymmetric (public-key) encryption
would be used for confidential session key distribution and to provide non-repudiation
services (based upon digital signatures).

Non-repudiation
Requirements for non-repudiation will exist on both sides and will be required in order to
prevent repudiation of :
• message origin (e.g. to verify that the work originated from the student);
• message receipt (e.g. to prove the work was received by the LRP);
• message content (e.g. to prove that the received message is the same as that which
was sent).
Non-repudiation of origin can be achieved using digital signatures, where communications
are electronically “signed” by the sending party using their secret key. Examples of this
requirement in the online distance learning context are as follows :
• remote students will sign work to prove that it is theirs;
• LRP will issue signed receipts for work submitted (receipts will include a
timestamp and a MAC to certify message content - see below);
• LRP will sign the certificates that it issues in order to allow access to module
material etc.
Non-repudiation of content can be achieved by sending a (signed) Message Authentication
Code (MAC), which is essentially the result of a message digest function, such that any

change in the data will result in a discrepancy between the transmitted MAC and the new
value calculated at the recipient end. This effectively provides a message integrity service.

Housekeeping Issues
These relate to the general considerations that apply to most IT systems (e.g. issues of
back-up and recovery, physical protection for the LRP establishment). It is not anticipated
that the distance learning context would dictate any special requirements here.
At a general level, system availability and reliability will be important. Given that students
may conceivably wish to access the system for reference at virtually any time, a high degree
of “up time” will be required for LRP systems.

IMPLEMENTATION
The security issues identified are being addressed in practice by the security framework
being developed by the SDLearn research project, a collaborative initiative between
researchers in the University of Plymouth (United Kingdom) and the Fachhochschule
Darmstadt (Germany), with supportive funding from the British Council and the Deutscher
Akademischer Austauschdienst (DAAD).
The project aims to develop new standards for, and the implementation of, an integrated
solution for secure distance learning. The technology base will include multimedia PCs
utilising the Microsoft Windows operating system and Internet / WWW browsing software.
Underlying telecommunications facilities will be provided by relatively new technologies such
as ATM, as well as the more widely available ISDN.
The initial implementation of SDLearn will not attempt to address all of the issues identified
in the paper and will instead concentrate upon the areas of student authentication and secure
communications between students and LRP for different levels of activity (e.g. from
browsing to assignment submission). The framework will be realised through a combination
of established and enhanced security technologies. Existing elements that may be used “off
the shelf” are considered to include encryption algorithms, smart card technologies and
certification schemes. By contrast, the aspects that are considered to require some degree
of bespoke development to address ODL-specific requirements include user authentication
and supervision arrangements. Research will be required in order to determine which
characteristics would be most appropriate for developing distinctive user profiles in the ODL
scenario, whilst also being perceived as acceptable from the student point of view.
Consideration will also need to be given to combinations of technologies and procedures
that may make it feasible to realise the remote conduct of examinations in a secure manner.
Another research consideration will exist in terms of protecting the copyright of LRP
materials. Whilst unauthorised copying and distribution of lecture notes, handouts and the
like may occur in the traditional University context, the extent will generally be limited by the
paper-based format in which materials are originally provided. Materials in electronic
format may be passed on more easily and could also be repackaged for use in other

contexts (e.g. offered by another LRP who did not contribute to the original preparation of
the work). As such, some form of electronic tagging would be useful to indicate the
ownership of the material as being from the originating LRP. Whilst this could be achieved
to some extent using digital signatures on complete documents, this would not protect
against elements being reused in a different context. A means is, therefore, required to make
the originator’s identity implicit within the document content, in the same manner as the
digital watermarking technique that can be applied to graphical images (Delaigle and De
Vleeschouwer 1996). Research is required to determine whether this is achievable.
At a more general level, user-friendliness will be a key issue in the design of the framework,
as it is vital from a practical point of view that the provision of security does not impede the
learning process. As such, non-intrusive methods of security will be given special
consideration. Embedding the protection within a standard functional front-end is
considered to be one suitable approach, offering end-user options such as “Browse notes”,
“Submit Assignment” and “Contact Tutor” which then implicitly invoke the required level of
security.
The research will also address aspects such as an ergonomic Graphical User Interface
(GUI) for ODL and the integration of appropriate multimedia technologies (e.g. videoconferencing), although it is anticipated that several aspects here may be inherited from
previous work by other initiatives.
The realisation of the framework has a number of positive implications from the perspective
of practitioners. Possibly the most significant is that they will have increased confidence in
the integrity of the remote learning process and a reduced likelihood of it being
compromised. A second point is related to the fact that online training programmes may be
implemented in both academic and industrial training contexts. SDLearn will represent a
particular advantage in the latter case, where security issues are likely to be perceived as
even more crucial for reasons such as commercial confidentiality. From a more negative
perspective, the security framework will, of course, represent an increased overhead in
terms of system administration at the LRP end. However, this point is considered to be
outweighed by the overall benefits afforded.

CONCLUSION
The paper has shown that the practical realisation of ODL brings with it a significant number
of issues that require consideration. These relate to the well-being of the LRP and its
students and it is, therefore, in the interests of both parties for matters to be properly
addressed.
It is considered that the provision of a secure framework, such as that proposed by
SDLearn, may act as a catalyst for online learning, providing the trust and confidence
necessary to encourage a variety of future courses to be established and run. The resulting
courses would also inherit the more familiar pedagogical advantages of the distance learning
scenario, in terms of convenience, flexibility and reduced financial overheads. All of these

factors would apply, to some degree, to both the remote students and the learning resources
provider.
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