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Abstract

Information systems security is a criticd issue for al organisations with a sgnificant
dependence upon information technology. However, it is a requirement that is often
difficult to address, paticulaly within smal organisations, as a result of a lack of
resources and expertise.  This paper identifies the need for security awareness and
describes the prototype implementation of a software tool that enables individuas to
pursue sdf-paced security training. The tool provides an environment that permits the
user to dmulate the introduction of security into a number of pre-defined case study
scenarios. This enadbles daff to become familiar with the types of countermeasures
avalable, the dtuaions in which they ae appropriate and any condraints that they
may impose. This would be paticulaly vduable in smdl organisaions where
speciadist knowledge is often scarce and issues need to be addressed by existing staff.
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1. Introduction

The issue of information systems security is one that is faced in some form by 4dl
organisations in al sectors.  Security is a multi-faceted problem, the comprehensive
solution to which will normaly encompass physca, procedurd and logicd forms of
protection. As a result, a range of expetise is typicdly required to ensure that
appropriate solutions can be redised. However, another characteristic is that many
aspects of security are often transparent until a breach occurs.  As such, a key issue is
to ensure that security is given gppropriate recognition within an organisation before
problems have a chance to occur.

A security policy can only be effective if gaff know, undersand and accept the
necessary precautions. This leads to the requirement for agppropriate training and
awareness within an organisation, in order to foster an appropriate security culture
(Fowler, 1996). This paper condders the problems that may be faced in terms of
fostering such a culture, paticularly within amdl organisations (with less than 100
employees), where resources may be limited. It then proceeds to describe a prototype
software tool that may be used as a means of assigting the understanding and use of
Security countermeasures.



2. The problem of promoting security awareness

Although security is a recognised issue, it is often found that organisations do not
have a full underganding of what they should be doing or how to go about it. The
avalability and provison of comprehensve security guiddines is not the problem, as
appropriate materials can be obtained from a number of sources. For example, in the
UK, British Standard 7799 has been produced to guide the sdection of basdine
Security measures within most organisations (British Standards Indtitute, 1995). The
problem is ingead one of ensuring that security awareness occurs both in the first
ingtance and as an ongoing factor of an organisation’s operation.

In an ided dgtuation, one would expect security issues and responghilities to be
highlighted and reinforced in various ways within an organisation. For example:

- Formd co-ordination of security by a nominated security administrator or
adminigration team. A 1998 survey of information security practices within
UK businesses reveds that the means by which the forma responshility for
security is handled is quite varied (KPMG, 1998). Only 24% clamed to have
a security officer and, in most other cases, the issue of security often fdls
under the remit of IT or finance managers. Around 3% of respondents
indicated that no-one had forma respongbility.

- The induson of security-rdated issues as an integrad pat of any
organisationd training drategy and mechanisms to promote awareness during
day-to-day activities.

- The fadlity for daff with key responshilities, such as IT adminidraors, to
attend specidist security training Courses.

However, whilst the above may be practicd within a large organisation, where daff
capacity and financid resources can be specificaly directed towards making these
things a redity, the dtuaion for amdl to medium szed establishments would rardy
be so clear-cut. This is not to say that the security requirements or the sengtivity of
data are any less within a andl organisation and, in many cases, they will face the
same chdlenges as larger companies. However, the perception of security within
gmaler organisations has been shown to be different. For example, the 1998 Business
Information Security Survey, conducted by the UK Nationd Computing Centre
(NCC), asked respondents to rate the importance of security on a 5 point scae (where
5 indicated ‘very important’ and 1 indicated ‘not important a al’) (NCC, 1998). The
average response from organisations with over 100 employees was 4.3. However, in
organisations with fewer employees, there was marked contrast, with an average
rating of 35. This dtitude is further reflected by other findings in the same survey.
For example, in terms of having a defined security policy document, 49% of medium
to large organisations responded postively versus only 23% of organisations with less
than 100 employees. In fact, even the larger organisations do not fare particularly
wdl here (given the fundamental nature of a policy in guiding the security Strategy),
but it nonetheless illustrates the dgnificant difference that exists depending upon the
dze of the organisation involved.



Pat of the difference in dtitude is likey to come from the operational congrants that
gndler organisations may face, which will limit their potentid to address security.
Such congraints will include:

- not having staff with specific security expertise;

- lacking the financid resources to buy in specidig consultancy or provide
training for thair Saff;

- lacking understanding of, or being dismissve of, the risks;

- indbility or unwillingness to focus upon security due to other busness
priorities,

The need for specific atention to security within smal sysems has previoudy been
recognised by the deveopment of smdl-scde risk andyss approaches, such as
ODESSA (Warren et d. 1997), which are cognisant of some of the above condraints.
However, whil¢ such methods provide a means to sdect and guide the
implementation of protection, they do little to actualy incresse the awareness and
undersanding of the underlying security technologies involved. The aforementioned
KPMG survey indicated that only 31% of respondent organisations had security
education and training progranmes for ther daff. Whilgt this is agan a low figure
across the board, it is farly safe to assume that the percentage relating to smal
organisations aone was lower Hill.

While there are numerous resources available to provide security advice and guidance
without incurring dgnificant expense (eg. books, web dtes, newsgroups and emall
ligs), these do not offer the ability to tet ones undersanding in practice. It is
desrable to be able to perform such testing before being faced with the task of
aoplying security for red within an organisation.  An environment is, therefore,
required in which mistakes can be made and learnt from without incurring expense
and leaving the system a risk. In response to this requirement, a security training tool
is proposed that enables the invedtigation of avalable security countermeasures,
combined with scenario-based testing and reinforcement. Such a tool represents an
example of Computer Based Training (CBT) (Lee and Mamone, 1995).

The use of CBT has cetan advantages over conventiona methods, especidly in
company training scenarios. Firgly, CBT is proven to be cod-effective.  After the
intidl s%-up cods, what remains is a full-time training fadlity, avalable a dl times
within the organisation. It is dso highly gppropriate for staff trainees, as they are able
to have control of ther training and adjudt it to their own persona needs. In this way,
it is possble for employees to acquire the dedred training in specific ills, a ther
own pace, without having to teke time off from work. As such, the training process
can be tremendoudy flexible and personadised. It can dso be used to tran a large
number of employees aound the clock. It can run with minima resource
requirements, as there is much less need for a centralised training fadlity, and
different companies or organisations can didribute the same CBT program among
their employees.



3. A prototype security training tool

A prototype tool has been implemented in Visud Basc in order to provide a
functiond proof of concept. The am of the sysem is to provide a interactive and
user-friendly approach to enhance user understanding of IT security.  The system
maintains two main repogtories of informeation:

- A daabase of security countermeasures, with accompanying descriptions,
which explain available security options and gpproaches.

- A SHection of interactive scenario  descriptions  in which  security
countermeasures must be gpplied in order to solve one or more inherent
Security issues.

The information held regarding countermeasures encompasses the type of security
issue that they am to address, dong with information about their suitability / strength
and the associated impact upon the organisation and its gaff (eg. financia codt, ease
of use, disuption to exiding practices etc.) that ther introduction would typicaly
impose. Pat of the exercise with the tool, when gpplying the countermeasures to the
problem scenarios, is for users to consider these associated impacts.  This is intended
to ensure understanding of the fact that providing the highest possble leve of security
is rarely the only condderation. The levd of protection must be commensurate with
the vadue of the asset(s) requiring protection and must aso be compatible with the
environment in which they are placed. For example, in a college IT room (one of the
example scenarios provided in the prototype system), fingerprint-based authentication
would provide a high levd of login security to prevent unauthorised access to the
machines. However, the cost of deploying fingerprint scanners on each machine
would probably not be merited by the sengtivity of the student materias to which
they give access.

The system offers three modes of operation:

- Exploration mode — the user can interrogate the countermeasure database to
learn more about different types of security.

- Bvdudion mode — the user can test ther underganding of security by
applying countermeasures to the example scenarios.

- Author mode — dlows the cregtion of new scenarios and the specification of
the appropriate countermeasures to solve them. A scenario will typicaly be
associated with a picture to illugrate it and al the rdevant information will be
kept in the scenario database. This mode would be utilised by appropriate
security experts (who would not necessxily resde within  the same
organisation in which the tool is deployed for use).

The man mode of operation from the training perspective is the evauation mode.
This presents the user with a scenario and the security issues to be considered. The
user is then be required to specify the optima countermeasure arrangement to reduce
the risks, by sdecting protection for each of the problems identified. The system



would then evaduate the overadl security drategy that has been suggested, identifying
any remaining weak areas or problems that might be introduced as a result.

Figure 1 depicts an example of a security scenario, as presented to the user. Rather
then smply provide a case sudy description and ask the user to recommend
countermeasures, it was conddered that the activity would be more engaging for the
user if they could begin by exploring the problem scenario and identify areas of
weskness.
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Figurel: An example security scenario

The user is adle to explore the scenario by dicking on the highlighted areas of the
image. Doing s0 reveds further dements of description regarding that aspect of the
current scenario, which may or may not give a clue as to a particular security risk that
needs to be addressed. An example of such an additional description is given in
figure 2. In this case, the supplementary informeation is provided as a smple textud
description.  However, this need not necessarily be the case and, in some scenarios,
the author may choose to include another image (which may itsdf have further sub-
elements to be explored) or other media, such as audio or video segments, to provide
the necessary information.
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Figure2: A description of a potential problem area

If the user consders that a security problem exists, then they can proceed to the next
dage of sdecting appropriste countermeasures (note: in the description provided in
figure 2, there is a problem in the sense that the uncontrolled access brings with it the
rsk of viruses and the described solution of dlowing students to voluntarily check
their disks on the server is not adequate and, indeed, puts the server at greater risk). |If
an incorrect assessment is made (e.g. the user believes there to be no problem when in
fact there is one, or vice versa), then the overal score is affected accordingly, before
the system then automaticaly guides the user in the correct direction.

Figure 3 depicts the countermeasure sdlection process. The man categories are
shown on the left of the image, with the individua mesasures lised on the right.  Users
ae adie to sdect from different categories and obtain descriptions of the individua
countermeasures therein.  From this, they would be able to make a judgement as to
whether the countermeasure is applicdble to the scenario currently under
congderation.
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Figure3: Specifying appropriate counter measures

Following the sdection of the chosen countermessures, the user is able to have their
solution rated by the system againg the optimum solution origindly conceived by the
author of the problem scenario. Through this they will be adle to determine the
appropriateness of their recommendations.  If desred, the sysem could present
additiona information, such as a narative description, to support the countermeasure
solutions and ensure that the user understands the rationale behind the scenario
author's gpproach. In some cases, there may be more than one vadid solution, via
different combinations of countermessures that achieve the same objectives. The
sysem would be &bile to assess this by compaing the attributes of the
countermeasures chosen (eg. protection category, disruption levd, financid cost, user
friendliness) with the dtributes of those sdected by the scenario author. These
attributes are maintained in the countermeasure database dong with the basic title and
description detalls.

The current implementation of the tool is quite basc in terms of the number of
example scenarios that have been developed. In practice, the success of the tool will
depend upon there being a range and variety of problem scenarios to be solved. The
usefulness from a training perspective is to expose users to different problems and
then enable them to take the knowledge gained in one scenario and useit in the next.

Although not redised in the current implementetion, it is conceivable that scenarios
could be classfied into different levels of difficulty, enabling a phased approach in
which users are required to demondrate proficiency in basic concepts before moving
on to more substantial and subtle problems. In addition, scenarios could be topic
focused, such that if the user believes they have a particular class of security issue to
address within their organisation (eg. rdaing specificaly to authentication), then
they could use the system to present them with problem scenarios targeted at this area



4. Conclusions

Awaeness of information security risks IS a necessay requirement for any
organisdtion utilisng IT sysdems. However, as the paper has identified, the extent to
which organisations are adle to give focus to the issue is often influenced by practica
consderations.

Although it does not remove dl of the potentid barriers to the introduction of security
(e.g. cost of countermeasures), a tool such as that described makes a ussful
contribution by providing a context in which users can learn about security in a more
active sense than smply reading reference materid. They can dso experiment with
different security configurations, without financid or disruptive impacts upon ther
organistion.  The proposed agpproach is not limited to application within small
organisations, but is conddered to be paticularly suited to these environments, as
operationa constraints may preclude other dternatives.
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