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Abstract

The efficiency of different technical security controls is based on people who interact with the
information daily. An understanding of human behavioural aspects is required in order to
improve the security of information assets. One of the measures that can be used as a way to
reduce risks posed by a human is by establishing an information security culture that aims to
protect information by guiding organisations on how to protect assets, as well as exerting an
influence upon the employee’s behaviour regarding the security. Previous analyses have
concluded that an understanding of the information security culture and its measurements are
still lacking. Specifically, more research needs to provide a comprehensive view that guides
and integrates the important factors that shape, or have an impact on, the information security
culture. Furthermore, there are efficient factors that were widely investigated in the
organisational behaviour literature and can motivate employee behaviour toward the
information security. These factors have not been deeply considered in the information
security culture field. In this paper, a comprehensive literature analysis relating to the
information security culture is conducted. This study proposes an initial information security
culture framework by considering the identified human factors that can be used to measure the
level of the information security culture and assist researchers and practitioners to understand
the complexity and challenges of the information security culture.
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1. Introduction

Over the years, various technical approaches have been developed in relation to
security and different countermeasures. However, there has been an acceleration of
breaches that unfortunately create added pressures to the professionals working
within IT. A greater level of vulnerable components in information systems exist
nowadays from the individuals who use the information technology (Information
Security Breaches Survey, 2015). Several studies indicated that information security
can no longer be achieved by technological issues alone, as it is also associated with
personal issues who actually operate these systems (Connolly et al. 2017).
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It was indicated that technology was less likely to cause problems than a human
error, which is a cause of the majority of breaches in security, as 75% of
organisations were revealed to suffer security breaches by insiders (Information
Security Breaches Survey, 2015). Indeed, many studies examined the human factor
and its relation to an information security with the social psychology issues, which
determine the reason behind unacceptable behaviour that leads to breaches (Parsons
et al. 2017). It was stated that one approach that organisations can take to manage the
changing security landscape would be to develop strategies for a security that
enhance a security cultures of information (Alhogail et al. 2015). A sufficient
security culture is necessary to lower a potential risk of harmful information
interaction by employees, as they will develop knowledge, an understanding and a
comprehension of precaution to advance their own skill levels correctly (Alhogail et
al. 2015).

The information security culture forces researchers to utilise a variety of approaches
that enhance a complete practice and a comprehension (Pevchikh, 2015).
Accordingly, more research needs to provide a comprehensive view that guides and
integrate all important factors that shape or have an impact on the effectiveness of
the information security culture (Karlsson, 2014; Walton, 2015, (p.13)). Therefore,
the current study provides an understanding of the information security culture and
its elements that could reinforce an information security culture through developing a
conceptual framework that could be used by researchers and practitioners as a
starting point to understand how to cultivate and measure the information security
culture. Initially, the paper provides background and related works in the literature
that were published to identify various issues of the information security culture.
Subsequently, it presents an initial proposal of a conceptual framework based on a
comprehensive review. Finally, a conclusion and future works are discussed.

2. Literature Review and Theoretical Background

A comprehensive review has been conducted to identify the key literature relating to
the information security culture, the exciting gaps in this area and to gain an
understanding of frameworks and factors that are proposed in this field.

2.1. Culture of information security and the organisational culture

The concept of culture relates to the collective understanding that distinguishes
individuals from different countries in accordance with anthropological social
theories (Hofstede, 2001). It is possible to comprehend an organisational culture that
defines employees’ perceptions of their organisation, which develops with time
through the influence of management and the individuals themselves (Schein, 2009).
The culture is presented as a factor affecting the performance of individuals,
adoption of information technology, integration process of information systems,
information security management, knowledge transfers and change management
(Hofstede, 2001). Moreover, a corporate or organisational culture helps to guide
different employees’ behaviour (Schein, 1999), as well as to influence what is
determined to be acceptable in organisations. Various research studies analysed the
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correlation that exist between the organisational and the information security culture
and concluded that the organisational culture impacts greatly upon both the
management of information security and its performance (Ruighaver et al. 2007).

2.2. Introduction to the information security culture

Most available studies show that the information security culture has been one of the
most important approaches that can be used as guidance on how to protect assets,
exerts an influence on the employee’s behaviour with regard to a security and they
concluded the need to consider it in organisations to manage a security in an
effective way (Alhogail et al. 2015). Therefore, many researchers attempted to define
the concept of an information security culture in different ways by using different
theories and principles (Dhillon et al. 2016). Some researchers used Schein’s model
of organisational culture in defining the information security culture, such as
Schlienger and Teufel (2003). They showed that an information security culture is a
subset of organisation culture, concerned with three areas: artefacts and creations;
collective values and knowledge; and basic assumptions and beliefs. Martins and
Eloff’s (2002) study noted that an information security culture is derived from the
presumptions regarding perceived acceptable behaviour and characteristics which
have an effect on how people deal with information security in organisations. Studies
by Da Veiga and Eloff (2010), as well as Alhogail and Mirza (2014b) concluded that
an information security culture is associated with employees’ assumptions, attitudes,
beliefs, values and knowledge that are used as guidance for undertaking activities to
preserve information assets and impacting the behaviour of employees in an
acceptable way by considering information security as a natural part of employees’
daily activities.

Therefore, it is possible to infer that the concept of information security culture is
related to artefacts, perceptions, attitudes, values, assumptions and knowledge that
are held by employees in undertaking daily activities toward information security.
However, it is important to clearly define what is meant by the two terms “security”
and “culture” (Alnatheer et al. 2012). Schlienger and Teufel (2003) argued that
measuring security and culture is a complex task, as generalisations are difficult to
precisely define or measure the ‘“culture”. Thus, it is necessary to quantify and
analyse the important factors which shape and measure an information security
culture.

2.3. An overview of existing information security culture approaches

Implementing an effective culture is an essential step to create an adequate level of
information security, as it affects the security practices and human behaviour. Many
researchers have conducted different studies in the information security culture area,
while literature reviews offer an overview of research that focuses on the information
security culture, such as Alhogail and Mirza (2014b), Karlsson (2014) and Pevchikh
(2015). Their literature analysis concluded that most investigated issues in
information security culture relate to: the conceptualisation of the information
security culture to identify the concepts and factors that affect or are affected by

54



Proceedings of the Eleventh International Symposium on
Human Aspects of Information Security & Assurance (HAISA 2017)

information security culture, or to a cultivation of information security culture to
assist organisations, observe the behaviour of people and examine the current
culture, or an assessment of the information security culture to measure whether it is
an adequate level to provide quality protection to the information assets.

There is a large volume of published studies that present different approaches and
models that guide the researchers and the implementation of the information security
culture. Some researchers focus only on developing an understanding of the concepts
of information security culture (OECD, 2005; Tessem and Skaraas, 2005); on
defining the information security culture (Kuusisto and Illoven, 2003); or providing a
set of principles (Kraemer and Carayon, 2005; Ruighaver et al. 2007). Other
researchers performed a study to illustrate a way in which to cultivate information
security culture by developing a framework (Dojkovski et al. 2006; Da Veiga and
Eloff, 2010; Alnatheer et al. 2012; Alhogail et al. 2015; Sherif et al. 2015) or to
assess information security culture (Martins and Eloff, 2002; Schlienger and Teufel,
2005; Da Veiga and Eloff, 2010).

Most researchers used other theories as a basis to establish principles from other
research areas by applying theories from different perspectives. One of the common
theories is that an information security culture can be best represented by adopting
Schein’s model (Karlsson, 2014). The published studies generated various models
and approaches that highlight information security culture’s importance, promoted its
benefits and provided guidelines for creating and assessing information security
culture. However, the importance of creating information security culture resulted
from a fact that a human dimension in an information security is always considered
to be the weakest link (Da Veiga and Eloff, 2010). Many researchers concluded that
it is important to understand how employees should behave and understand factors
behind their behaviours to support the security of information assets (Alnatheer et al.
2012). The literature analysis showed that most available studies demonstrated that
there are various important factors that could shape or change the information
security culture (Alhogail and Mirza, 2014b).

As a result, it is essential to gain an overview of the current information security
culture models and structures by conducting a comprehensive review that initiated
the current study. The first aim is to investigate the conceptualisation of the
information security culture. The second aim is to list and analyse the constructs that
were provided in each study in the area of information security culture. The review
of this study focuses on studies that assess information security culture to assist in
developing a reliable and a valid framework. Thirteen studies were reviewed that
presented essential knowledge in terms of identifying factors that assist in
establishing the information security culture. These studies have been evaluated via
important criteria: the development of an assessment instrument, a content validity,
construct validity and reliability to identify an existing gap in the area and what
constitutes a valid and a reliable framework. Table 1 summaries the list of research
constructs for each study.
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Research Constructs/Findings
Martin & Eloff Policy, benchmark, risk analysis, budget, management, trust, awareness, ethical
(2002) conduct, change.

Chia et al. (2002)

Security budget, security expenditure, employee security awareness, security risk of
staff, implementing security policy, making security suggestions, security ownership,
audits.

Helokunnas &
Kuusisto (2003);
Kuusisto &
Ilvonen (2003)

Security culture framework (Standardisation, Certification, Measurement of
information security).

Content components (People’s attitude, Motivation, Knowledge, Communication,
Compliance).

Schlienger & Security culture has three layers: Corporate policies (policy, organisation structure,
Teufel(2003, resources); Management (implementation of security policy, responsibility,
2005) qualification and training, awards and prosecutions, audits, benchmarks); Individual
(attitude, communication, compliance).
OECD (2005) Awareness, responsibility, response, ethics, democracy, risk assessment, security

design and implementation, security management and reassessment.

Tessem & Skaraas
(2005)

Long term plan, change management, top management, participation, branding,
organisation culture.

Ruighaver et al.

Security governance framework (structural mechanism, functional mechanisms,

(2007) social participation) Influences on security culture framework dimension (control,

coordination, ownership, responsibility).
Dojkovski et al. | Individual and organisational e-learning; Ethical; national and organisational culture;

(2006) Managerial (Policies and procedures, benchmarking, risk analysis, budget,
management, response, training, education, awareness, change management);
Behavioral (Responsibility, integrity, trust, ethnicity, values, motivation, orientation
personal growth).

Kraemer Employee participation, training, hiring practices, reward system, management

&Carayon (2007)

commitment, communication and feedback.

Da Veiga & Eloff | Leadership and governance (sponsorship, strategy, IT governance, risk assessment,
(2010) ROI/metrics/measurement); security management and organisation (legal and
regulatory, program organisation); Policy (policies, standard, procedure, guidelines,
best practice, certification); security program management (monitor, audit,
compliance); user security management (awareness, training, trust, privacy, ethical
conduct); technology protection and operations (system development, technical
operation, physical and environment, asset management, incident management,
business continuity); change.
Alnatheer et al. | Factors influence ISC (Top management, policy enforcement, IS education and
(2012) training); Factors reflect ISC (Security awareness, security ownership).
AlHogail et Organisation dimension: management (policy, practice, communication);
al.(2015) environment (national culture, standards and regulations, organisational culture);
Employee dimension: preparedness (awareness and training, change); responsibility
(reward, monitoring and control, acceptance).
Sherif et al. National culture; organisational culture; Security compliance (IS behaviour,
(2015) management support, policy, awareness and education, acceptance).

Table 1: Summary of proposed constructs in an information security culture
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Most of these studies provide a comprehensive model and contribute a good
understanding of how to create and assess an acceptable level of information security
culture. Thirteen research perspectives relate to the creation of information security
culture and five of them incorporate an assessment of information security culture.
Most of these studies that are discussed focus on providing principles (Helokunnas
and Kuusisto, 2003; Kraemer and Carayon, 2005; Kuusisto and Ilvonen, 2003;
Tessem and Skaraas, 2005; OECD, 2005) that can be followed or develop
frameworks (Alhogail et al. 2015; Alnatheer et al. 2012; Chia et al. 2002; Da Veiga
and Eloff, 2010; Dojkovski et al. 2006; Ruighaver et al. 2007; Martins and Eloff,
2002; Sherif et al. 2015; Schlienger and Teufel, 2003), and are involved in
identifying various factors that should be considered in order to establish or assess
information security culture. They concluded that a particular information security
culture is a product of various factors, such as top management, security policy, and
security training that determine the individual’s behaviour inside an organisation.

2.4. Limitation of current studies considering the information security culture
factors

Most of the current studies develop a framework and demonstrate the importance of
understanding factors that affect information security culture. However, there is no
mutual agreement on factors that have to be considered for creating or assessing an
information security culture. Only Alnatheer’s study specifies factors that constitute
information security culture. Minimal studies have used the same framework to
create and assess information security culture. Studies by Alnatheer et al. (2012), as
well as Da Veiga and Eloff (2010) provide an approach that uses the same
framework to create and assess information security culture. Moreover, the two
studies provide a statistically sound assessment instrument based on the defined
framework to perform a security culture assessment. Also, Alnatheer’s study is the
only study perspective that validates his conceptual model using different validation
techniques, such as a structural equation modelling in the information security
culture field.

Furthermore, there is still limited coverage of other influencing factors. Factors have
not been deeply considered in previous studies, such as individual difference
variables and job satisfaction. The positive impacts of these factors and their
contribution to a variety of workplace behaviours have been proved by several
studies, such as D'Arcy and Greene (2009) and McCormac et al. (2017) studies.
Also, McCormac et al. (2017) indicated that there is a need for future research that
examines the potential interplay between the information security culture and the
individual difference factors. Consequently, this study will cover other factors that
can possibly influence information security culture. Based on the previous
discussion, there is a need for more investigation in the area to provide
comprehensive frameworks and best practices of an establishment and assessment of
an information security culture, as there are calls in the literature to extend these
areas of research.
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3. A proposed information security culture framework

The aim of this study is to present a comprehensive reliable and valid framework that
incorporates human behaviour and guides organisations in cultivating and assessing
their information security culture. Therefore, this study proposed a comprehensive
framework that considers the most important key human factors associated with
information security culture suggested by the previous frameworks and adds new
factors to see a potential link between these factors and an information security
culture. The proposed framework in this study facilitates an understanding of
information security culture and of elements that can reinforce information security
culture. It provides management with a means to implement effective information
security management approaches, which include the provision of guides and the
implementation controls in understanding the importance of factors involved in the
creation and measurement of the information security culture. By understanding the
influential factors or the reflection factors, it is possible to aid in directing the
interaction of humans with an information security. It will initially help to determine
whether the level of the information security culture enhances the security of
information assets, and will also assist in assessing the relationship between factors
that influence the information security culture and factors that constitute the
information security culture.

The development of a proposed framework was based on Alnatheer’s model and on a
comprehensive review of academic literature in regards to the area of information
security culture. The reason for choosing Alnatheer et al.’s (2012) model is because
it is the only study to specify what factors constitute an information security culture.
Their research model was statistically tested for validity and reliability by using
advanced techniques. Also, other studies have been developed by using Alnatheer’s
model, such as Walton’s (2015) study. In the proposed framework, the information
security culture comprises of several factors, as shown in Figure 1. The components
of the framework are structured in three component categories comprising of the top-
eight constructs/factors that are identified and have a positive impact on the creation
of the information security culture from thirteen studies, where there is a strong
agreement among the academic researchers. For each study, all the identified
constructs were extracted and counted in Table 2 to identify the top critical success
factors as potential candidates in the conceptualisation of an information security
culture. Five constructs (top management, security policy, education and training,
security awareness and security ownership) have been adopted from Alnatheer’s
model. These five constructs have been proven to have a positive impact on the
information security culture (Martin and Da Veiga, 2015). The other identified
constructs, such as a risk assessment, ethical conduct and security ownership, have
not proven its impact on information security culture, although it has been signified
as important to consider it when cultivating or measuring the information security
culture.
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Figure 1: The comprehensive information security culture framework

In addition, there are other factors that contribute to a variety of workplace
behaviours, such as personality traits and job satisfaction. Based on the previous
studies, such as Alnatheer et al. (2012) and Martin and Da Veiga (2015), it was
concluded that there is a strong correlation between information security culture and
security awareness. Meanwhile, the study of McCormac et al. (2017) revealed the
impact of personality on information security awareness. Additionally, the study of
D’Arcy and Greene (2009) revealed that there is a strong correlation between
information security culture, security compliance and the behavioural role of
employees, which also stated that the higher job satisfaction can motivate
employees’ behaviour to comply with security requirements. Yet, these two factors
have received little attention from scholars in the area of information security
culture. Hence, this study predicts that the personality traits and job satisfaction may
positively influence the information security culture. In order to see how a potential
interplay between these two factors and an information security culture exists, these
two factors have been added as candidate constructs to the framework. The rationale
for grouping the components is further based on a model proposed by Alnatheer et
al. (2012), as well as D’ Arcy and Greene (2009).
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Constructs Number of Times Cited out of 13 Construct
studies Ranking
Top Management 8 1
Security Policy 8 1
Security Education & Training 8 1
Security Awareness 8 1
Security Ownership 7 5
Security Risk Analysis & 6 6
Assessment
Ethical Conduct 5 7
Security Compliance 5 7

Table 2: Top candidate constructs in the information security culture research
The total identified constructs/factors are:

* Top Management refers to a degree of how the senior leadership understands the
importance of the information security function and is involved in the security
activities to improve and create a strong information security culture (Martin and
Da Veiga, 2015).

* Security Policy is a written document that has to be central to its foundation,
which specifies the organisation’s strategies and requirements of the security
approach that guide both the management and employees’ behaviour (Da Veiga,
2015).

* Security Education and training is a learning process that provides general
knowledge of a certain subject related to the security environment and the required
security skills for employees to perform the security procedures (Da Veiga and
Martins, 2017).

* Risk Analysis and assessment defined as when countermeasures are adequate to
decrease the probability of loss; when it affects to an acceptable level and helps
organisations and its employees to become capable of understanding potential
damage to the security, which helps to create an awareness of the information
security culture (Da Veiga and Eloff, 2010; Martins and Eloff, 2002).

* Ethical Conduct refers to the values and rules that help to distinguish the accepted
right by an organisation (Alnatheer et al. 2012; Martins and Eloff, 2002).
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* Personality Traits describe the personality factors, their potential factors and helps
to understand the variability between individuals to understand the underlying
psychological mechanisms which might affect user behaviour with regard to
information security (McCormac et al. 2017).

* Job Satisfaction refers to the overall sentiment of ‘well-being’ in the workplace
and helps to determine how an employee can adapt to situational factors, such as
remaining committed, which can prove detrimental to organisations (D’Arcy and
Greene, 2009).

* Security Awareness defined as when users understand the potential of information
security-related issues and become aware of their security mission that leads to the
commitment to the ideal (Da Veiga and Martins, 2017).

* Security Ownership refers to how employees view their responsibilities, their roles
in security and their willingness to act in a supportive manner to enhance their own
security performance and the organisation’s performance (Alnatheer et al. 2012).

* Security Compliance refers to how the employees’ behaviour complies with the
security policy, regulations and security practices in order to reduce the security
breaches that are caused by employees’ misbehaviour, as well as to improve
information security culture inside organisations (Furnell and Thomson, 2009; Da
Veiga and Martins, 2017).

These constructs appear to be the most influential factors and are considered as part
of the information security culture’s conceptualisation. In a study framework, there is
a clear distinction between factors that constitute and factors that influence
information security culture, together with new factors that relate to an organisation’s
behaviour category that may influence the information security culture. However,
there is strong evidence that the identified factors were derived from the literature
review analyses that have a positive influence upon the information security culture.
For instance, several researchers indicate the importance of top management
commitment to cultivate an information security culture (D’Arcy and Greene, 2009).
Others revealed the strong influence of policy on an information security culture
creation (Da Veiga, 2015). Moreover, the security education and training can
influence the information security culture cultivation (Da Veiga and Martins, 2017).
Finally, Martins and Eloff (2002) found that the ethical conduct policies were
important factors that influence information security culture. These factors have a
positive influence on each other, and in turn have a positive influence on the
information security culture. Simultaneously, the formed information security culture
will have its influence on certain factors. Ultimately, the relationships between
factors will be tested statistically to determine whether a proposed framework is
valid.
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4. Conclusion and future work

The review of the information security culture research illustrates that more efforts
are needed for additional investigation in the area, especially as most of the existing
frameworks are fragmented and usually take a limited view of the involved issues.
Most existing studies develop a comprehensive model and contribute a good
understanding of how it is possible to create and maintain an acceptable level of an
information security culture. The literature review revealed that there are a limited
number of studies that develop a framework that can be used for both the creation
and assessment of information security culture to ensure the effectiveness of an
approach and content validity. Moreover, there is no mutual agreement on factors
that have to be considered in the creation or measurement of an information security
culture. Therefore, the current study proposes a framework that integrates the most
important factors and distinguishes between factors that constitute and factors that
influence information security culture. In the future, it is planned to extend and
examine the proposed framework by applying an interview to develop a framework
and assist in the identification of other factors that might emerge after analysing a
qualitative interview.
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