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Abstract 

WhatsApp messaging platform incorporates features that pose privacy challenges, including 
Last Seen, Live Location, and personal profile information. The largest population of mobile 
messaging applications users in India use WhatsApp. Yet research on Indian perspectives 
towards privacy and security in social networking platforms is sparse. We queried privacy 
attitudes and behaviours of 213 Indian participants, using both open and closed-ended questions. 
The majority of participants reported that they actively use the privacy controls on multiple data 
types, especially in group communications. Note that, in India, groups are common not just is 
social settings but also in schools and workplaces. A comparison with the results of a prior study 
of Saudi Arabian participants shows significant overlap in access control, with more Saudis 
expressing concerns about being contacted by strangers. We consider our findings and propose 
recommendations like including more refined access control and specific culturally sensitive 
privacy defaults. 
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1 Introduction 

WhatsApp blurs the gap between social networking and traditional messaging 
services, allowing communication among multiple users by simplifying group 
communication and broadcasting messages. Consequently, it has privacy settings in 
place for its various features. For example, WhatsApp allows privacy control by 
restricting information access from ‘Everyone’ to ‘My Contacts’ for individual users.  
WhatsApp was designed in the US and owned by Facebook, yet India is home to the 
largest number of active users of WhatsApp in South-east Asia, counting over 200 
million active users as of February 2017 (Singh 2017).  Our goal is a culturally 
grounded understanding of privacy perceptions, including those of recently added 
features, in the under-studied population of Indian nationals.  User studies have 
identified privacy concerns, and a similar study which focused on the Saudi users 
found that Saudi women had particular concerns about stranger contact (Rashidi et al. 
2016).  

WhatsApp already has controls including security notifications, end-to-end encryption 
and two-step authentication PIN for enhanced privacy (WhatsApp Security, 2018).  
Yet privacy depends on settings and user practices. (De Luca et al. 2016) and this 
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affects the user’s usage decisions for a Mobile Instant Messaging (MIM) platform. Our 
results identify concerns, some of them more relevant to specific demographics, and 
we offer recommend privacy preserving practices in the platform.  The goal of this 
paper is a more nuanced understanding of the privacy concerns for different cultural 
groups on a global platform. These recommendations are also immediately actionable 
implementations for WhatsApp designers to support the privacy requirements for 
diverse users. 

2 Related Work 

Our research was grounded in a similar study investigating the Saudi Arabian users of 
WhatsApp (Rashidi et al. 2016). Saudi Arabia has the highest percentage of population 
using WhatsApp globally, at 78% compared to India at 28% (Statistica 2018). While 
adoption rate is higher in Saudi Arabia, WhatsApp is the dominant messaging 
application in India (Singh 2017). Thus, we can provide a comparison between the 
nation with the highest density of adoption, and the nation with the most adopters (see 
in Section 4). 

A core motivation of our work is that privacy studies in social networking has 
primarily focused on ‘Western, Educated, Industrialized, Rich and 
Democratic’(WEIRD) societies and the social networking applications used by these 
populations, which is culturally distinct from Asian populations (Risk 1998). For 
instance, privacy risk perception of American and German participants was found to 
be higher than their Chinese counterparts (Risk 1998). One of the factors is the 
presence of stricter privacy laws (Rights 1974; Bennett et al. 2018; Cornock 2018). In 
general, WEIRD populations are not necessarily representative of other populations in 
terms of behavioural research (Henrich, Heine & Norenzayan 2010), and this has been 
reified in research on mobile phone sharing practices in Bangladesh (Ahmed, Haque, 
Chen & Dell 2017).  More recent research showed that nation of origin in the Indian 
subcontinent is a significant factor specially for mobile privacy (Sambasivan 2018). 
Further, WEIRD citizens are not the largest user base of WhatsApp (Statistica 2018). 
Prior research has showed that privacy concerns of internet users varies across 
different cultural and political settings as well as between people with different levels 
expertise (van Schaik, Jansen, Onibokun, Camp & Kusev 2018).  

An early study of social media privacy attitudes and behaviour in India used a survey 
of 407 participants to evaluate privacy and security attitudes (Kumaraguru & Cranor 
2005). The design was grounded in similar surveys that included only American 
participants Indian participants were found to have higher levels of trust in information 
disclosure in the public and private sectors, which sharply contrasted with privacy 
attitude of participants in the United States. In India, posting of students’ grades along 
with their full names on physical, publicly visible departmental noticeboards is 
common and even those published on websites have low security (Scientific American 
Blog Network, 2017). The differences between countries and the lower level of 
privacy concern in India were further reified by cross cultural research on privacy by 
Wang et al. (Wang, Norice & Cranor 2011). However, research in risk perceptions on 
various other social media platforms (including Friendster, MySpace, and Facebook) 
has reported weak correlations between user’s privacy choices and their online 
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behaviour (Risk, 1998; Acquisti & Gross 2006). Privacy preferences, measured using 
a standard Likert scale, were found to be significant but to have the least impact on 
behaviour (Garg & Camp 2013). In contrast, King, Lampinen and Smolen report 
privacy attitudes to be a consequence of previous events rather than overall risk 
perception (King, Lampinen & Smolen 2011). 

Supporting this result, Lewis, Kaufman and Christakis argue that privacy behaviours 
are a result of ‘social influence’ and ‘personal incentive’ (Lewis, Kaufman & 
Christakis 2008) such as peer attitudes and cultural biases. Patil and Kobsa have 
similarly argued against risk perception being a primary determinant of privacy (Patil 
& Kobsa 2004; Kobsa, Patil & Meyer 2012).  If privacy attitudes are primarily a 
function of cultural attitudes, then examination of privacy in different cultures is 
needed to provide a more comprehensive support for different populations of 
customers.  

Privacy concerns vary based on data type as well as data content. For example, 
perception and valuation of location sharing as a privacy risk vary across contexts and 
between individuals, and nations (Consolvo et al. 2005; Cvrcek, Kumpost, Matyas & 
Danezis 2006). Consistently studies of WEIRD populations across a range of 
demographics have found that data recipient and data type is a stronger factor in 
privacy concerns, not the generic preferences of the sender (Patil & Lai 2005; 
Lorenzen-Huber, Boutain, Camp, Shankar &Connelly 2011). These results motivated 
our inclusion of demographic and student status as questions in our study design, as 
described below in Section 3. WhatsApp accounts are connected to mobile numbers 
of individual users which itself is potentially privacy-sensitive data type, given that 
these numbers in India are further linked with important identifiable data including 
name but often extending to voter identification and financial credentials (Jain, Jain & 
Kumaraguru 2013).     

In summary, previous research work indicates that the specific data shared by 
WhatsApp may have privacy concerns and further that these concerns may be different 
in India than in WEIRD populations. Both related work and marketplace realities argue 
for the importance of citizens of India as participants in research in the specific case 
of WhatsApp.   

3 Method 

Our inquiry was grounded in survey questions that have previously been asked in 
studies of privacy and social media extended to address the specific case of WhatsApp 
in India. We investigate how participants perceive and manage privacy. Our study 
population comprised of people who explicitly self-identify as Indian and use 
WhatsApp. Our core research questions are the following: 

RQ1: What privacy concerns do Indians express about MIM platforms? 

RQ2: How do features and demographics affect privacy preferences in MIM 
platforms? 
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RQ3: How new features impact the acceptability of MIM platforms? 

RQ4: How are one-sided connections perceived by the MIM users?  

The survey purposefully echoes the one used in a study of privacy concerns conducted 
with WhatsApp users in the Saudi Arabian population (Rashidi et al. 2016). The 
current version of WhatsApp has integrated a few of the recommendations suggested 
by the Saudi participants, particularly more granular access control (Rashidi et al. 
2016). We evaluated whether these recommendations were applicable in the culturally 
different Indian population by inquiring about familiarity and use. In addition to new 
privacy controls, we also explored the extent to how new features, specifically Live 
Location, have been received and whether these have resulted in new privacy 
concerns.  

There was a total of 83 questions, including the study information sheet, two pre-
screening questions, two attention verification questions, and questions relevant to 
WhatsApp usage. Fifteen additional questions focus on demographics and general 
technology use. The demographic questions included standard questions as used in 
privacy for WEIRD populations: age, income, education, and employment status. The 
WhatsApp questions were divided into four basic mobile phone specific questions, 
four general questions regarding WhatsApp including news of Facebook acquiring 
WhatsApp, five WhatsApp usage frequency information related questions, and 26 
questions about individual features. The features that we asked about were Auto-
Download, Chat Backup, Read Receipts, Live Location and Status. In addition, there 
were 23 questions regarding user privacy concerns, privacy settings, and general 
WhatsApp settings questions. The remaining three questions asked about how much 
the participants liked or disliked certain features. The survey was distributed through 
snowball sampling to Indian WhatsApp users living both in India and abroad. We 
received a total of 454 self-reported answers from participants who use mobile 
messaging, of which 213 were WhatsApp users from India. Sixty-four percent were 
male, with more than half having at least a bachelor ‘s degree.  Single people were 
also significantly over-represented at 76%. Participants were equally divided into 
students and non-students; meaning students were significantly over-represented. 

4 Results and Analysis 

The analysis presented in this work combines complementary qualitative results and 
quantitative analysis. The qualitative results allow individuals to express their 
concerns in their own words. The quantitative analysis enables explicit comparisons 
which can be used to reject specific hypotheses and compare aggregate results.  As 
determined by previous surveys, WhatsApp is indeed widely used, with 74.65% 
participants reporting usage at least once a day.  Unsurprisingly, the primary reason 
for adopting WhatsApp is because it is used by friends and family. Community 
perception was another reason; WhatsApp has millions of downloads with high 
ratings, good reviews, and a strong positive reputation. This is unsurprising, as 
popularity as a driving force for selecting apps has been repeatedly reported in 
empirical analyses of app selection (e.g., Chia, Yamamoto & Asokan 2012). Ease of 
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use, overall functionality, and low cost were also popular reasons for use reported by 
our participants.    

We asked about general sensitivity of features and use of settings. In terms of feature 
sensitivity, participants described their use and expressed concern about specific 
features and the data shared by those features. One repeated theme was that content is 
being harvested from messages: ‘My major concern is privacy and usage of personal 
chats to target advertisements to the people’. Another participant mentioned: ‘... things 
I have written (about) on WhatsApp such as clothing, shoes, travel holidays, appear 
next day on my Facebook ads feed’. Participants had a sense of privacy breach even 
though WhatsApp offers end-to-end message encryption. Feature specific usage 
statistics and privacy concerns are as follows. 

We inquired about specific features in addition to general concern. The use of Chat 
Backup, which arguably lessons privacy, and Blocking, which increases it, were both 
reported by a super-majority of users.  Arguably, the 75.12% who use Chat Backup 
feature, which indicates that they value the ability to retrieve data if lost. This echoes 
previous qualitative work on two-factor authentication tokens that illustrated denial of 
access to data is a greater concern than privacy and security (Das, Dingman & Camp 
2018). Blocking prevents others from contacting them individually and was used 
73.24% of participants. The major reasons for doing this were reported as previously 
disturbing inter-actions (26.83%), unfamiliarity (19.82%), an end to previous 
relationships (either romantic or friendship) (15.24%), and personal conflict (13.41%). 
Lack of reciprocity in information disclosure (refusal to show profile components like 
profile photo and status) was a factor for some (12.50%) of the participants. Some 
simply stated their refusal to contact (12.20%) specific people without additional 
details. Fifty-three (24.88%) participants reported that they did not block anyone. 

Muting is the most widely used, with 88.73% participants reports its use in different 
groups. Only one participant was unaware of this feature. Muting is more socially 
complex than Blocking, as discussed in the analysis section. 

A similar supermajority majority of participants have switched off Auto Download 
(72.77%). This could indicate concerns about privacy, intrusion upon personal space, 
security, cost of mobile data, or concerns about media storage.  Of the participants 
who report that they disabled Auto Download, for 73.55% reported that the dominant 
reason was to avoid receiving media from group chats. Others were unwilling to 
download media from specific people or groups. 

Location is consistently identified as a privacy issue across cultures. Yet 73.24% of 
our participants report having shared their location over WhatsApp, only 25.82% 
never shared their location, while nineteen people (0.94%) were unaware that the 
feature existed. Additionally, WhatsApp has added a new feature called Live Location 
which allows users to share their live location (precision within 100 meters) for either 
15 minutes, one hour or eight hours. Nearly half (46.51%) of the participants report 
that they do not need to hide their Live Location.  Most respondents report not 
changing any privacy settings when the Live Location feature was introduced 
(80.73%), even though it requires that the users change their phone location settings 
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from Only while using the app to Always. This is quite different than the location 
settings from the Saudi Arabian population. 

As with previous work, our participants were especially concerned about their privacy 
in groups and suggested being able to “leave (a) group without alerting others”. This 
is confirmed by the overwhelming number of participants who use the Mute feature 
(88.73%) to mute group conversations, but do not leave the group. WhatsApp creates 
a group notification whenever a user who leaves a group. Participants also indicated 
restricting Auto-download. 73.74% respondents also said that they “block 
(individuals) who try to contact them beyond groups, shown in Figure 2(right). 
Participants in the survey indicated that they want to be asked before being added to a 
group (72.30%) or at least otherwise asked before being added to specific groups 
(13.15%). This was quite similar to Saudi participants.  

WhatsApp users have reported varying profile feature settings across communication 
recipients. Profile information includes Profile Photo, About, Read Receipts, Last Seen 
and Status. About is a feature that allows users to add a 140-character description of 
themselves. Read Receipts allow others who have a user’s phone number to know if 
they have viewed their messages, in the form of checkmarks. A single check mark 
means that the message is sent, a double check mark means that the message is 
delivered, and double blue check mark on a message means that the message has been 
viewed by the receiver. Status allows users to add pictures, videos, texts about. Most 
of our participants report no concern about sharing information and using features for 
those in their contact list. A counter example was those people not willing to share 
Last Seen with anybody. We see a greater comfort of sharing details and willingness 
to share Profile Photo and About.  

Concern about use of features was correlated. Asking before addition to a group is 
positively correlated with blocking, disabling auto-download, muting and turning off 
last seen. Thus, there is a consistency in individual privacy among users in both one-
on-one and group communication. People who express the belief that some features 
invade their privacy choose to hide status, profile photo, last seen and social 
relationships. In addition, such concern is correlated with the refusal to use read 
receipts, as can be seen in Figure 1.  
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From the correlation matrix between privacy concern of users and features they use, 
as shown in Figure 1, we observe that people who are highly concerned about being 
contacted by strangers over WhatsApp are highly correlated (0.28) with people who 
use blocking feature and with people who are frequently contacted by strangers.  

Figure 1: Privacy Concern vs Feature Correlation 

 

 

Figure 2 : Audience and Group Settings across WhatsApp (left – What are your 
audience settings for each of the following features; right – Do you use the 

Blocking/Mute/Auto-Download feature?) 

5 Recommendations 

Essentially our recommendations are to improve access control and to communicate 
risks more clearly. WhatsApp can be more privacy-preserving by allowing users to 
create specific trusted groups among contacts to view status and other sensitive 
information, while blocking it for others. In particular, groups are problematic.  
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Enhance Group Controls: Over 13% of participants have specific groups that they 
do not want to participate in. We recommend settings that allow users to be invited to 
a group, instead of being directly added, and giving the control to them of choosing 
whether to be a part of the group. Additionally, when a user is in a group with the 
individual who was blocked by them, the blocked can still view your messages and 
information, including Live Location, which requires correct implementation of 
exception lists. WhatsApp already incorporates exception lists to selectively choose 
participants who receive a user’s status updates. However, it does not yet have 
exception lists within groups for individuals. Another feature that was specifically 
suggested would be the ability to leave a group without alerting others. Given 
proliferation of targeted and sometimes hostile political discourse on social 
networking platforms across the world, including WhatsApp in India, there is an 
argument for importance and urgency.  

Bundle Settings: As observed earlier, privacy concerns about certain features are 
strongly linked with one another. For example, people who believe that certain features 
invade their privacy, hide their profile photo, status and location. Making bundles of 
actions to enable privacy can create a situation where WhatsApp more seamlessly 
address privacy concerns, particularly for users who share sensitive information. The 
current bundle does not seem to address expressed wishes.  

Communicate privacy more clearly through reminders: Multiple participants 
expressed concerns about privacy preservation of the content of their messages in 
WhatsApp. The heuristic for the design of anonymous systems “Say why, not how” 
applies here (Norcie, Blythe, Caine & Camp 2014). End-to-end encryption in 
WhatsApp is a significant security benefit, but awareness among those who have 
adopted the technology was surprisingly low. To address the preferences of such 
participants, WhatsApp could provide an occasional, concise risk audit that would be 
technically meaningful to the user.  

Integrate cultural differences and data sensitivity: The analysis of perceptions and 
concerns of Indians who use WhatsApp found high levels of similarities with WEIRD 
populations on the decision variables (trust in community, ratings, and reputation) for 
the selection of an application. Previous work which identified data type and data 
recipient as dominate factors in privacy concern in WEIRD populations (Risk 1998) 
were also present in these results for Indian users.  However, a greater concern was 
reflected when users were part of a community, especially in groups, which is also 
reflected in the reluctance of participants to share certain data types with certain 
audience as shown in Figure 2 (left).  

WhatsApp is used in occupational and education environments more widely in India 
than in the western nations. Read receipts carry a different connotation when there are 
significant power differentials between the people demanding a receipt and the person 
providing it. Modifiable read receipts were a thus, a repeated request, for plausible 
deniability of having read a message. Also, participants were inclined to be more 
socially conscious as they suggested chat deletion without the receiver’s knowledge in 
groups. This message recall feature has already been implemented in updated versions 
of WhatsApp as of February 2018. Participants also recommended periodic deletion 
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of chats, which has been reflected in the fact that majority of users switched off auto-
download, especially for group chats. 

We acknowledge there are limitations to this study. We focused on Indian WhatsApp 
users. Since our primary motive was to understand the privacy concerns of active 
users, our participants do not include participants who do not use WhatsApp. People 
with greater privacy concerns might disproportionately opt out or discontinue use of 
WhatsApp, which was out of scope for this study. Additionally, snowball sampling 
was the initial method for participant recruitment, which to a certain extent, influences 
inter-relation between participants. 

6 Conclusion 

It is simple to argue that WhatsApp should not reveal too much information without 
proper knowledge and consent of the users; to understand the privacy preserving limit, 
actually doing so a major challenge. This paper is a contribution to a greater 
understanding of the balance between user experience and, system acceptability in 
support of that goal. Our study indicates when it comes to an MIM application like 
WhatsApp, Indians express high levels of privacy concern regarding the features they 
use. The results in this work are another indicator that location is privacy sensitive, 
and when possible, people do not want this shared to ‘Everyone’. 

One of the participants’ expressed a clearer and evocative illustration of access control 
as social negotiation than any the authors can provide. This argument was for 
reciprocal access control, with an objection to an inability to automate their responses 
to others: “I don’t want a new feature in particular.... but want to improve the Last 
Seen feature. When you turn off the Last Seen feature, no one can see (it) and ……. 
but there are people who turn on their Last Seen when they like to stalk other people’s 
Last Seen, which shouldn’t happen. ……. I would like to improvise it too; once you 
select to hide your Last Seen, you cannot unhide your Last Seen for 15 days at least." 
It is thus apparent that Indian users would welcome feature improvements that 
considers cultural differences and integrates enhanced privacy settings in a platform 
like WhatsApp, which they widely use.  

We did not include a recommendation for reflexive access control over time, because 
this is not a straight-forward technical implementation. As there are cultural 
sensitivities for currently implemented access control, reflexive access control in 
social networks where individuals have repeated interactions would no doubt multiply 
these. This is a rich domain for possible future work as we seek to understand how to 
empower individuals to obtain the information control they prefer on WhatsApp. Also, 
we observed that WhatsApp use varies differently across gender and has substantively 
different privacy concerns. We would like to make a quantitative elaboration on 
privacy attitude and demographic correlation in our future work. 
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